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Foreword

The 2007 Workshop on the Social Implications of National Security: from Dataveillance to
Uberveillance and the Realpolitik of the Transparent Society was organised by the Research
Network for a Secure Australia (RNSA) funded by the Australian Research Council. The
Workshop will become a biennial event bringing together both researchers and practitioners
in the fields relating to the national research priority entitled Safeguarding Australia. In
2007, the workshop was held on the 29t October, at the Function Centre at the University
of Wollongong between 8.30 am and 5.00 pm.

The Workshop was organised by RNSA members from the IP Location-Based Services
Research Program (Faculty of Informatics) from the University of Wollongong, jointly with
the University of Melbourne.

It provided a forum for the exchange of ideas and research findings between core groups
or individuals interested in the social implications of national security measures, focused
on the big picture question of Surveillance vs Security.

Workshop participants will learn about the current and potential status of information
security measures. The notion of Dataveillance and that of Uberveillance are contrasted in
the context of national security. What is the price of security that citizens are prepared to
pay? Will surveillance technology force us to choose between our right to privacy and national
security? This workshop delves deeper into some of the pressing issues facing technology
innovation and adoption, government policy, and the legal and regulatory framework.

The cross-disciplinary workshop was seeking perspectives which covered a diverse array of
interest areas such as security, information technology, law, philosophy, sociology, religion,
politics, history, culture, science and technology studies, and business.

The workshop included papers by Associate Professor of Counter-Terrorism Nicholas O'Brien,
Professor of Social Sciences Brian Martin, Professeur des Universites Invité Université
d’'Orleans George Mickhail, Associate Professor of Law Gregory Rose and Professor of
Transport Systems Marcus Wigan. Other professionals presenting include Professor Roger
Clarke Principal of Xamax Consultancy (keynote), Mr Rob Nicholls and Ms Michelle
Rowland lawyers who work with Gilbert + Tobin, Dr Lucy Resnyansky a research scientist
with the Defence Science and Technology Office, and the Information Security Institute’s
Dr Lauren May.

The Workshop Proceedings contains only peer reviewed papers. The acceptance rate was 63%.
Each paper was subjected to a rigorous review process conducted by at least two experts in
the appropriate field. The authors were requested to revise the papers according to reviewer’s
comments. In addition, the editors provided extensive comments for each paper.

The editors would like to thank all of the reviewers for their assistance in maintaining the
high quality of papers, which are indicative of cutting-edge research in the field. A special
thank you also to the authors of these proceedings, who dedicated so much of their time
to support the workshop, especially for the time dedicated to researching and writing up
the results of their individual projects.
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Opening remarks

Doug MacKinnon

Director, Centre for Transnational Crime Prevention, Faculty of Law,
University of Wollongong

Good morning all.

My name is Doug MacKinnon, I am the director of the Centre for Transnational
Crime Prevention at the University of Wollongong. It is a great pleasure to welcome
you to this one day workshop entitled: “From Dataveillance to Uberveillance and
the Realpolitik of the Transparent Society”. This is the second workshop on the
Social Implications of National Security sponsored by the Research Network for a
Secure Australia (RINSA). This workshop will focus on the challenging question
of Surveillance vs Security.

In an age, when for all intents and purposes, an apparently normal individual with
family and social connections will rise in the morning, say goodbye to his spouse
and child and several hours later detonate a suicide bomb in a public place causing
death and destruction, many challenges now confront society and those charged
with maintaining security, stability and community safety.

Indeed the use of common technology such as mobile phones, by persons of il
intent to coordinate- and on occasions to trigger- catastrophic events now strikes
hard at the balance between privacy and the common good.

The issue of balance between privacy and the common good is not a new one to
the legal profession and indeed to policymakers, however, historical argument about
concepts of public interest versus private needs are challenged by unprecedented
threats to civilians and non-combatants by those pursuing political agendas by
violent means.

This has recently been demonstrated in Australia through an investigation in
Queensland linked to the recent London and Glasgow terrorist strikes. Not only was
the Australian legal framework tested but so were new laws and legal processes. In
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an era where those charged with the protection of society are indeed often judged
by their ability to prevent crime from taking place,law enforcement personnel often
find themselves caught in the middle of opposing forces. Ultimately, many would
say that the Queensland incident was a true test of the Australian legal system of
justice, others might say otherwise, and only time will tell.

For those engaged in social policy and the benefits and disadvantages of technology
to society, the examination of the Realpolitik of dataveillance and tiberveillance need
to be considered in the context of national security. Will real or imagined threats
lead to a significant increase in surveillance technology and impact on our way of
lite? Will the balance between privacy and national security change dramatically?
The importance of this workshop as it delves deeper into critical factors associated
with technology innovation and adoption, government policy, and the legal and
regulatory framework, cannot be understated.

The presenters of this workshop come from diverse backgrounds including:
legal firms, government agencies, academic institutions across Australia, and some
individuals from the business sector. There are papers on stored communications
interception and the law, terrorism and human rights, public data versus data
protection, location based services and privacy, and ePassports and security.

To the delegates, we hope you enjoy this year’s workshop and thank you for
coming from all over Australia to be present with us today. It promises to be a day
tull of challenging issues, learning, and constructive dialogue.

Thank you.
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A Note on ‘Uberveillance’

M.G. Michael® and Katina Michael?

'Honorary Fellow, ?Senior Lecturer, School of Information Systems and Technology,
University of Wollongong

Abstract

The following note from the editors presents a summary of the term dberveillance, as it
was originally presented by the primary author in May 2006. Uberveillance is an above
and beyond, an exaggerated, an almost omnipresent 24/7 electronic surveillance. It is a
surveillance that is not only “always on” but “always with you” (it is ubiquitous) because
the technology that facilitates it, in its ultimate implementation, is embedded within the
human body. The problem with this kind of bodily invasive surveillance is that omnipresence
in the ‘material’ world will not always equate with omniscience, hence the real concern
for misinformation, misinterpretation, and information manipulation.

Keywords: surveillance, dataveillance, tberveillance, radio-frequency identification (RFID),
microchip implants, social implications
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1 Uberveillance- an emerging concept

Uberveillance is an emerging concept, in the full sense of both its application
and power it is not yet arrived (M.G. Michael 2007). For some time Roger Clarke’s
(1988, p. 498) dataveillance has been prevalent: the “systematic use of personal data
systems in the investigation or monitoring of the actions of one or more persons”.
Almost twenty years on, technology has developed so much and the national
security context has altered so greatly (Snow 2005), that there was a pressing need
to formulate a new term to convey both this present reality, and the Realpolitik
(policy primarily based on power) of our times. It should be said, however, that if
it had not been for dataveillance, tiberveillance could not be. And for that matter, it
must be emphasized that dataveillance will always be- it will provide the scorecard
for the engine being used to fulfill Giberveillance.

Uberveillance takes that which was “static” or “discrete” in the dataveillance
world, and makes it “constant” and “embedded”. Consider it not only “automatic”
and to do with “identification” BUT also about “location”- that is, the ability to
automatically locate AND identify- in essence the ability to perform automatic
location identification (ALI). It has to do with the fundamental “who” (ID), “where”
(location), “when” (time) questions in an attempt to derive “why” (motivation),
“what” (result), and even “how” (method/plan/thought). Uberveillance can be a
predictive mechanism for one’s expected behaviour, traits, characteristics, likes or
dislikes; or it can be based on historical fact, or something in between.The inherent
problem with iiberveillance is that facts do not always add up to truth (ie as in the
case of an exclusive disjunction T+T=F), and predictions based on intelligence are
not always correct.

Uberveillance is more than closed circuit television (CCTV) feeds, or cross-
agency databases linked to national identity cards, or biometrics and ePassports
used for international travel. Uberveillance is the sum total of all these types of
surveillance and the deliberate integration of an individual’s personal data for the
continuous tracking and monitoring of identity and location in real time. In its
ultimate form, tiberveillance has to do with more than automatic identification
technologies that we carry with us. It has to do with “under the skin” technology
that is embedded in the body like microchip implants; it is that which cuts into the
flesh- a charagma (“mark”). Think of it as Big Brother, on the inside looking out.
This charagma is virtually meaningless without the hybrid network architecture
which supports its functionality: to make the person a walking online node, beyond
luggable mobile phones, PDAs and smart cards. We are referring here, to the lowest
common denominator, the smallest unit of tracking- presently a tiny chip in the
body of a human being.

Implants cannot be left behind, cannot be lost, ‘cannot’ be tampered with,
they are always on, can link to objects, make the person seemingly otherworldly.
This act of chipification is best illustrated by the ever-increasing uses of implant
devices for medical prosthesis and for diagnostics (Swedberg 2007). Humancentric
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implants are giving rise to the Electrophorus (Michael & Michael 2007, p. 313), the
bearer of electric technology;an individual entity very difterent to the sci-f1 notion
of Cyborg as portrayed in such popular television series as the Six Million Dollar
Man (1974-1978). In its current state the Electrophorus relies on a device being
triggered wirelessly when it enters an electromagnetic field; these properties now
mean that “systems” can interact with people within a spatial dimension, and for
the greater part unobtrusively. And it is surely not simple coincidence that alongside
iiberveillance we are witnessing the philosophical reawakening (throughout most of
the fundamental streams running through our culture) of Nietzsche’s Ubermensch—
the overcoming of the “all-too-human” (Honderich 1995b).

That we might establish that chip implants are not mere science-fiction we
need to identify a number of sources which add confirmation to the current reality.
It is important to do so because the widespread misconception by information and
communication technology (ICT) and engineering researchers at international
conferences attended by both authors, is that chip implants are not commercially
available for a variety of applications, and that the technology is not relevant to
national security per se. Some researchers even believe that RFID implants have
naught to do with “tracking” and can only be used for “identification”. The following
accounts and background sources should place things into perspective, at least at an
overview level (see also, K. Michael 2007).

In March of 2005 the European Group on Ethics (EGE) in Science and New
Technologies, established by the European Commission (EC), submitted an Opinion
on ICT implants in the human body (Rodota & Capurro 2005). The thirty-four
page document outlines a number of legal and ethical issues to do with ICT
implants and 1s premised around the European Union Treaty (Article 6) which has
to do with the “fundamental rights” of the individual. Fundamental rights have to
do with human dignity, the right to the integrity of the person, and the protection
of personal data. From the legal perspective the following was ascertained (Rodota
& Capurro 2005, pp. 18-19):

a) the existence of a recognised serious but uncertain risk, currently
applying to the simplest types of ICT implant in the human body,
requires application of the precautionary principle. In particular, one
should distinguish between active and passive implants, reversible and
irreversible implants, and between offline and online implants;

b) the purpose specification principle mandates at least a distinction
between medical and non-medical applications. However, medical
applications should also be evaluated stringently and selectively, partly
to prevent them from being invoked as a means to legitimise other
types of application;

c) the data minimisation principle rules out the lawfulness of ICT implants
that are only aimed at identifying patients, if they can be replaced by
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less invasive and equally secure tools;

d) the proportionality principle rules out the lawfulness of implants such
as those that are used, for instance, exclusively to facilitate entrance to
public premises;

e) the principle of integrity and inviolability of the body rules out that the
data subject’s consent is sufticient to allow all kinds of implant to be
deployed; and

f) the dignity principle prohibits transformation of the body into an object
that can be manipulated and controlled remotely — into a mere source
of information.

The conclusion is that ICT implants for non-medical purposes violate
fundamental legal principles. From the ethical perspective, ICT implants have
numerous issues, including the requirement for: non-instrumentalisation, privacy,
non-discrimination, informed consent, equity, and the precautionary principle (see
also IEEE 2007; Lewan 2007a; Burton and Stockhausen 2005). It should be stated,
however, that the EGE while not recommending ICT implants for non-medical
applications because they are fundamentally fraught with legal and ethical issues,
did state the following (Rodota & Capurro 2005, p. 32):

ICT implants for surveillance in particular threaten human dignity. They

could be used by state authorities, individuals and groups to increase

their power over others. The implants could be used to locate people

(and also to retrieve other kinds of information about them).This might

be justified for security reasons (early release for prisoners) or for safety

reasons (location of vulnerable children).

However, the EGE insists that such surveillance applications of ICT

implants may only be permitted if the legislator considers that there is

an urgent and justified necessity in a democratic society (Article 8 of

the Human Rights Convention) and there are no less intrusive methods.

Nevertheless the EGE does not favour such uses and considers that

surveillance applications, under all circumstances, must be specified

in legislation. Surveillance procedures in individual cases should be

approved and monitored by an independent court.

The same general principles should apply to the use of ICT implants

for military purposes.
Although this Opinion was entirely comprehensive for its time, we hold growing
concerns for the development of the information society, the lack of public debate and
awareness regarding this emerging technology, and the pressing need for regulation
that has not eventuated commensurate to developments in this domain.

Herein rests the problem of human rights and the “balance” between freedom,
security and justice. First, it is a built-in fallacy to speak of a balance. In the microchip
implant scenario, there will never be a balance, so long as someone else has the
potential to control the implant device or the stored data about us which is linked to
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the device. Second, we are living in a period where chip implants for the purposes
of segregation are being discussed seriously by health officials and politicians. We
are speaking here of the identification of groups of people in the name of “health
management” or “national security.”We will almost certainly witness new,and more
fixed forms, of “electronic’ apartheid. Whatever the guise of parliamentary speak we
are not far from such potentially explosive perils as a global community.
Consider the very real case where the “Papua Legislative Council is deliberating
a regulation that would see microchips implanted in people living with HIV/AIDS
so authorities could monitor their actions” (Somba 2007). Similar discussions on
“registration” were held regarding asylum seekers and illegal immigrants in the
European Union (Hawthorne 2001). RFID implants or the “tagging” of populations
in Asia (eg Singapore) were also considered “the next step” in the containment and
eradication of the Severe Acute Respiratory Syndrome (SARS) in 2003 before it
subsided (RFID 2003).Apart from disease outbreaks, RFID has also been discussed
as a response and recovery device for emergency services personnel dispatched to
terrorist disasters (BBC 2005),and for the identification of victims of natural disasters,
such as in the case of the Boxing Day Tsunami (Channel 2005).The question remains
whether there is a truly legitimate use function of chip implants for the purposes of
emergency management as opposed to other applications.‘Definition’ plays a critical
role in this instance. A similar debate has ensued in the use and application of the
Schengen Information System (SIS) II in the European Union where differing states
have recorded alerts on individuals based on their definition and understanding of
“security risk” (Guild and Bigo 2002).
In June of 2006, legislative analyst, Anthony Gad, reported in brief 06-13 for
the Legislative Reference Bureau, that:
2005 Wisconsin Act 482, passed by the legislature and signed by
Governor Jim Doyle on May 30,2006, prohibits the required implanting
of microchips in humans. It is the first law of its kind in the nation
reflecting a proactive attempt to prevent potential abuses of this emergent
technology.
Today a number of states in the United States have passed similar laws, despite the
fact that the U.S. Food and Drug Administration (FDA, 2004) at the national level
have allowed radio frequency identification implants for medical use in humans.
The Wisconsin Act (2006) states:
The people of the state of Wisconsin, represented in senate and assembly,
do enact as follows: SECTION 1. 146.25 of the statutes is created to read:
146.25 Required implanting of microchip prohibited. (1) No person
may require an individual to undergo the implanting of a microchip. (2)
Any person who violates sub. (1) may be required to forfeit not more
than $10,000. Each day of continued violation constitutes a separate
offense.
North Dakota was the next state to follow Wisconsin’s example. Governor John
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Hoeven signed a two sentence bill into state legislature on 4 April 2007.The bill was
criticised by some who said that while it protected citizens from being “injected”
with an implant, it did not prevent someone from making them swallow it (Songini
2007). More recently, Californian Governor Arnold Schwarzenegger, signed bill SB
362 proposed by state Senator Joe Simitian barring “employers and others from
forcing people to have a radio frequency identification (RFID) device implanted
under their skin” (Woolfolk 2007; Jones 2007).According to the Californian Office
of Privacy Protection (2007) this bill
...would prohibit a person from requiring any other individual to
undergo the subcutaneous implanting of an identification device. It
would allow an aggrieved party to bring an action against a violator for
injunctive relief or for the assessment of civil penalties to be determined
by the court.
The bill which will be effective 1 January 2008, did not receive support from the
technology industry on the contention that it was “unnecessary”.

Interestingly, however, it is in the United States, that most chip implant
applications have come to pass despite the calls for caution. This is not surprising
given the first human-implantable passive RFID microchip (the VeriChip™)
was approved for medical use in October of 2004 by the U.S. Food and Drug
Administration. Today the VeriChip Corporation has 900 hospitals across the United
States that have registered the VeriMed system, and now the corporation’s focus
has moved to “patient enrollment” including people with diabetes, Alzheimer’s and
dementia (Diabetes News 2007). The VeriMed™ Patient Identification System is
used for “rapidly and accurately identifying people who arrive in an emergency
room and are unable to communicate” (VeriChip 2007).

In July of 2006 (The Age,2007), City Watcher.com reported two of its employees
had “glass encapsulated microchips with miniature antennas embedded in their
forearms... merely a way of restricting access to vaults that held sensitive data and
images for police departments, a layer of security beyond key cards and clearance
codes.” It is not difficult to see how implants may soon find themselves being
applied to the corrective services sector (RFID 2006). In 2002, 27 of 50 American
states were using some form of satellite surveillance to monitor parolees. Similar
schemes have been used in Sweden since 1994. In the majority of cases, parolees
wear wireless wrist or ankle bracelets and carry small boxes containing the vital
tracking and positioning technology. The positioning transmitter emits a constant
signal that 1s monitored at a central intelligence point (Michael & Masters 2006a).
Despite continued claims by researchers that RFID is only used for identification
purposes, Health Data Management (2005a) disclosed that VeriChip (the primary
commercial RFID implant patient ID provider) had enhanced its patient wander
application by adding the ability to follow the “real-time location of patients, the
ability to define containment areas for different classes of patients, and one-touch
alerting. The system now also features the ability to track equipment in addition to
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patients.” A number of these issues have moved the American Medical Association
to produce an ethics code for RFID chip implants. Due to copyright restrictions,
we cannot quote this code here but it can be sourced online (Sade 2007; R eichman
2006; Bacheldor 2007).

In chip implant cases outside the U.S. we also find a number of diverse
applications for humancentric RFID.VeriChip’s Scott Silverman had stated in 2004
that 7,000 chip implants had been given to distributors of which it was estimated
1,000 chips had been implanted in humans by year end worldwide (Weissert 2004).
Today the number ofVeriChip implantees is estimated to be at about 2,000. So where
did all these chips go? Well, they may not be mainstream applications, but they are in
operation. As far back as 2004, a nightclub in Barcelona, Spain, the VIP Baja Beach
Club in Catalan City (Chase 2007) was offering “its VIP clients the opportunity to
have a syringe-injected microchip implanted in their upper arms that not only [gave]
them special access to VIP lounges, but also [acted] as a debit account from which
they [could] pay for drinks” (Morton 2004). Microchips have also been implanted in
160 Mexican officials in the law enforcement sector (Weissert 2004).“Mexico’s top
tederal prosecutors and investigators began receiving chip implants in their arms. ..
in order to get access to restricted areas inside the attorney general’s headquarters.”
In this instance, the implant acted as an access control security device despite the
documented evidence purporting to the fact that RFID is not a secure technology
at all (see Gartner Research report by Reynolds 2004).

In the United Kingdom, The Guardian (Wilson 2002), reported that 11-year old
Danielle Duval had an active chip (i.e. containing a rechargeable battery) implanted
in her. Her mother believes that it is no different to tracking a stolen car, simply that
it 1s being used for another more important application. Mrs Duvall is considering
implanting her younger daughter age 7 as well but will wait until the child is a bit
older,“so that she fully understands what’s happening”. In Tokyo, Japan, the Kyowa
Corporation in 2004 manufactured a schoolbag with a GPS device fitted into it,
to meet parental concerns about crime, and in 2005 Yokohama City children were
involved in a four month RFID bracelet trial using the I-Safety system (Swedberg
2005). In 2007, we now have a company in Lancashire in England, Trutex, which
1s seriously considering fitting the school uniforms they manufacture with RFID
(Meikle 2007).What might be next? Concerned parents enforce microchip implants
on minors?

More recently decade-old experimental studies on microchip implants in rats
have come to light tying the device to tumours (Lewan, 2007b). The American
Veterinary Medical Association (AVMA 2007) was so concerned with the report
that on 13 September 2007 they released the following statement, quoted here in
tull:

The American Veterinary Medical Association (AVMA) is very
concerned about recent reports and studies that have linked microchip
identification implants, commonly used in dogs and cats, to cancer in
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dogs and laboratory animals. AVMA staff and member veterinarians

are actively looking into any potential for this technology to induce

tumor formation in dogs, cats, or people but must await more definitive

data and test results before taking further action. Based on the fact

that a large number of pets have already been implanted with this

microchip technology and there has been a relatively small number

of confirmed cases of chip-induced tumors, the AVMA advises pet

owners against a rush to judgment on the technology. In fact, there

is a concern among veterinary medical researchers that some of the

research into chip-induced tumors may be flawed, because the animals

used were genetically predisposed to cancer. In addition, removal of

the chip is a more invasive procedure and not without potential

complications. Its clear that there is a need for more scientific research

into this technology. [bold eds.]
We can see here, already, evidence pointing to the notion of ‘no return’- an
admittance that removal of the chip is not easy, and not without complications.

Let us for a moment revisit the decade old case of the Norplant System, the

levonorgestrel contraceptive inserts that over 1 million women in the United States,
and over 3.6 million women worldwide had been implanted with through 1996
(AMA 1997).The implants were inserted just under the skin of the upper arm in a
surgical procedure under local anesthesia and could be removed in a similar fashion.
As of 1997, there were 2,700 Norplant suits pending in the state and federal courts
across the United States alone. Most of the claims had to do with “pain or damage
associated with insertion or removal of the implants... [p]laintiffs have contended
that they were not adequately warned, however, concerning the degree or severity
of these events” (AMA 1997).While the Norplant system did not use RFID there
are many lessons to be gained. Concerns for the potential for widespread health
implications caused by humancentric implants have also been around for some time,
it should not surprise us. In 2003, Covacio provided evidence why implants may
impact humans adversely, categorizing these into thermal (i.e. whole/partial rise in
body heating), stimulation (i.e. excitation of nerves and muscles) and other effects
most of which are currently unknown.

The future is here now, and it is wireless. What is not completely here yet are
the formal service level agreements to hand-off transactions between different types
of networks owned by a multitude of network providers (few of whom are truly
global)- free or commercial. These architectures and protocols are being developed,
and it is only a matter of time before existing technologies have the capability to track
individuals between indoor and outdoor locations seamlessly, or a new technology
is created to do what present-day networks cannot (Identec 2007). For instance, a
wristwatch device with GPS capabilities to be worn under the skin translucently is
one idea that was proposed as far back as 1998. Hengartner and Steenkiste (2005)
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forewarn that “[lJocation is a sensitive piece of information” and that “releasing it
to random entities might pose security and privacy risks.”

In short, there is nowhere to hide in this digital society,and nothing remains private
(in due course, perhaps, not even our thoughts). Nanotechnology, the engineering of
functional systems at the molecular level, is also set to change the way we perceive
surveillance- microscopic bugs (some 50,000 times smaller than the width of the
human hair) will be more parasitic than even the most advanced silicon-based
auto-ID technologies. In the future we may be wearing hundreds of microscopic
implants, each relating to an exomuscle or an exoskeleton, and which have the power
to interact with literally millions of objects in the ‘outside world’. The dangers are
not whether state governments will invest in this technology, they are and they will
(Ratner & Ratner 2004), but whether the next generation will idealistically view
this technology as super ‘cool’ and ‘convenient’ and opt-in without comprehending
the full extent of their compliance.

The social implications of these iiber-intrusive technologies will have no
restricted limits or political borders. They will aftect everything from our day-to-
day existence, to our family and community relations. They will give rise to mental
health problems, even more complex forms of paranoia and obsessive compulsive
disorder. The refusal of some thinkers to admit to a body and mind correlation, i.e.
psychophysical interaction, is progressively losing ground with many now agreeing,
especially with the support of modern neuroscience, that “the intimate relation
between bodily and psychic functions is basic to our personal identity” (Rodota
and Capurro 2005, p. 3). Even those engaged in religious observances will be
affected, especially in the context of their practice of confession and their specific
understanding of absolution of ‘sin’- we might ‘confess’ as much as we might want,
but the records on the database, ‘the slate’, will not be wiped ‘clean’. The list of
social implications is endless; it is an exercise for our imaginations. Whatever our
respective —ism or not, condition of our mental health or not, this ‘peeping Tom’
which we will carry on the inside, will have manifest consequences for that which
philosophers and theologians normally term self-consciousness.

In all of this rest the multiple paradoxical levels of iiberveillance. In the first
instance, it will be one of the great blunders of the new political order to think that
chip implants (or indeed nanodevices) will provide the last inch of detail required to
know where a person is, what they are doing, and what they are thinking. Authentic
ambient context will always be lacking, and this will further aggravate the potential
‘puppeteers’ of any comprehensive surveillance system. Marcus Wigan captures this
critical facet of “context” very well in his paper where he speaks of “asymmetric
information” held by third parties. Second, chip implants will not necessarily make
you smarter or more aware (unless you can afford it, of course), but on the contrary
and under the ‘right’ circumstances make us increasingly dumb and mute. Third,
chip implants are not the panacea they are made out to be- they can fail, they can
be stolen, they are not tamper-proof, and they may cause harmful eftects to the

Page 17



The Second Workshop on the Social Implications of National Security

body- they are after all a foreign object and their primary function is to relate to
the outside world not the body itself (as in the case of pacemakers and cochlear
implants). Fourth, chip implants in our present framework in any case, do not give
you greater control over your space, but allow for others to control you and to
decrease your autonomy and as a result your interpersonal trust at both societal
and state levels. Trust is inexorably linked to both metaphysical and moral freedom.
Therefore the naive position routinely heard in the public domain that if you have
“nothing to hide, why worry?” misses the point entirely. Fifth, chip implants will
create a presently unimaginable digital divide- we are not referring to computer
access here, or Internet access, but access to another mode of existence.The “haves”
(implantees) and the “have-nots” (non-implantees) will not be on speaking terms;
perhaps a fresh interpretive approach to the biblical account of the tower of Babel
(Gen. 11:9).

At this point of adoption, unless the implant is removed within a short time,
the body will adopt the foreign object and tie it to tissue. At this moment, there
will be no exit strategy, no contingency plan, it will be a life enslaved to upgrades,
virus protection mechanisms, and inescapable intrusion. Imagine a working situation
where your computer- the one which has all your personal data stored on it- has
been hit by a worm, and becomes increasingly inoperable and subject to overflow
errors and connectivity problems, being the only machine you could use; now
imagine the same thing happening with an embedded implant. There would be
little choice other than to upgrade or, the unthinkable, to opt out of the networked
world altogether.

The first discernible movement towards this escalating and forward-looking
scenario, with the potential to entangle us all “both small and great”, will be our
unique and ‘non-refundable’ identification number (ID). The universal drive to
provide us all with cradle-to-grave ULIs (unique lifetime identifiers) which will
replace our names is gaining increasing momentum, especially post September 11.
Philosophers have generally held that our names are the most identifiable expressions
of our personhood. Names, they have argued, are the signification of identity and
origin; our names possess both sense and reference (Honderich 1995a, 602f). Two
of the twentieth century’s greatest political consciousness (one who survived the
Stalinist purges and the other the holocaust) Aleksandr Solzhenitsyn and Primo
Levi, have warned us of the connection between murderous regimes and the
numbering of individuals. There is no quicker way to dehumanize an individual
than by ‘removing’ someone’s name and replacing it with a number. It is far easier
to extinguish an individual on every level if you are ‘rubbing’ out a number rather
than a life history.

Aleksandr Solzhenitsyn recounts in one place from his famous anti-Stalinist
testament, The Gulag Archipelago (1918-56), (2007, p. 346f):
Then again, they [Corrective Labor Camps] quite blatantly borrowed

Page 18



The Second Workshop on the Social Implications of National Security

from the Nazis a practice which had proved valuable to them — the
substitution of a number for the prisoner’s name, his “I”’, his human
individuality, so that the difterence between one man and another was
a digit more or less in an otherwise identical row of figures... [i]f you
remember all this, it may not surprise you to hear that making him
wear numbers was the most hurtful and effective way of damaging a
prisoner’s self-respect.
Primo Levi writes similarly in his own well-known account of the human condition
in The Drowned and the Saved (1989, p. 941):
Altogether different is what must be said about the tattoo [the number],
an altogether autochthonous Auschwitzian invention... [t|he operation
was not very painful and lasted no more than a minute, but it was
traumatic. Its symbolic meaning was clear to everyone: this is an indelible
mark, you will never leave here; this 1s the mark with which slaves
are branded and cattle sent to the slaughter, and this is what you have
become.You no longer have a name; this is your new name.
And many centuries before both Solzhenitsyn and Levi were to become
acknowledged as two of the greatest political consciences of our times, an exile
on the isle of Patmos- during the reign of the Emperor Domitian- expressed a
disturbingly comparable position when referring to the abuses of the emperor cult
which was especially practiced in Asia Minor away from the more sophisticated
population of Rome (M.G. Michael 1998, pp. 176-196). He was Saint John the
Evangelist, commonly recognized as the author of the Revelation (c. A.D. 95):
He causes all, both small and great, rich and poor, free and slave, to receive
a mark on their hand or on their foreheads, and that no one may buy
or sell except one who has the mark or the name of the beast, or the
number of his name. Here is wisdom. Let him who has understanding
calculate the number of the beast, for it is the number of a man: His
number is 666 (Rev 13:16-18).

The technological infrastructures: the software, the middleware, and the
hardware for ULIs, are readily available to support a diverse range of humancentric
applications, and increasingly those embedded technologies which will eventually
support iiberveillance. Multi-national corporations, particularly those involved in
telecommunications and banking, are investing millions (expecting literally billions
in return) in such ‘identifiable’ technologies that have a tracking capability. At the
same time the media which in most instances can yield more sway with people than
government institutions themselves, squanders this influence and is not intelligently
challenging this auto-ID (automatic identification) trajectory.As if in chorus, block-
buster productions from Hollywood are playing up all forms of biometrics as not
only hip and smart, but also as unavoidable mini-device fashion accessories for the
upwardly mobile, and attractive. Advertising, of course, plays a dominant role in
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this cultural fech-rap. Advertisers are well aware that the market 1s literally limitless
and demographically accessible at all levels (and more tantalizingly from cradle-to-
grave consumers). Our culture, which in previous generations was for the better
part the van guard against most things detrimental to our collective well-being, is
dangerously close to bankrupt (it already is idol worshipping) and has progressively
become fecund territory for whatever idiocy might take our fancy. Carl Bernstein
(1992) of Bernstein and Woodward fame has captured the atmosphere of recent
times very well:

We are in the process of creating what deserves to be called the idiot

culture. Not an idiot sub-culture, which every society has bubbling

beneath the surface and which can provide harmless fun; but the culture

itself. For the first time the weird and the stupid and the coarse are

becoming our cultural norm, even our cultural ideal.

Oddly enough, given this technological fixation with which most of the world
is engaged, there 1s a perceptible mood of a collective disquiet that something is
not as it should be. In the face of that, this self-deception of “wellness’ is not only
taking a stronger hold on us, but it is also being rationalized and deconstructed
on many authoritative platforms and levels. We must break free of this dangerous
daydream to make out the cracks that have already started to appear on the gold
tinted rim of this seeming 21% century utopia. The machine, the new technicized
“gulag archipelago”is ever pitiless and without conscience. It can tear sinew; crush
bones; break spirits; and rip out hearts without ever needing to take a break.

Lest there be any misunderstanding the authors of this note are not anti-
government, after all, the alternative 1s anarchy-; nor are they conspiracy theorists
(though we now know better than to rule out all conspiracy theories). Nor do they
believe that these dark scenarios need necessarily eventuate as precisely as they are
describing them. But they do believe that we are close to reaching the critical point
of no return. Others believe that point is much closer (ACLU, 2007). It remains for
individuals to speak up and argue for, and to demand regulation, as has happened
in several states in the United States where Acts have been established to avoid
microchipping without an individual’s consent, 1.e. compulsory electronic tagging of
citizens. Our politicians (there are some exceptions) for a number of reasons will not
legislate on this issue of their own accord, it would involve multifaceted industry and
absorb too much of their time, and the fear they might be labelled anti-technology
or worse still, failing to do all that they can in the fight against “terror”. This is
one of the components of the modern-day Realpolitik which in its push for the
transparent society is bulldozing ahead without any true sensibility for the richness,
fullness, and sensitivity of the undergrowth. As an actively engaged community, as
a body of concerned researchers with an ecumenical conscience and voice, we can
make a difference by postponing or even downgrading the doomsday scenario of
even the most pessimistic futurist.
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Finally, the editors would like to underscore two main points. First, the positions,
projections, and beliefs expressed in this summary do not necessarily reflect the
positions, projections, and beliefs of the individual contributors to this volume.And
second, as with our previous workshop, it is clear that the authors of the papers do
embrace all that which is vital and dynamic with technology, but reject its rampant
application and diffusion without studied consideration as to the potential eftects
and consequences.
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Abstract

Mere surveillance is passé. The idea was worth discussing as recently as a quarter-century
ago, but no longer. Technologists have delivered, and marketers have promoted (and
exaggerated), a host of additional capabilities.

A new term that might better describe the current circumstances is ‘liberveillance’. This
paper provides both a theoretical and an empirical context within which to assess alternative
interpretations of that notion. It culminates in a set of Principles whereby the balance
that has been lost in recent years can be restored.

Keywords: surveillance, dataveillance, omni-surveillance, pan-electron, Counterveillance
Principles
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1 Introduction

Corporate marketers have promoted a vast array of technologies as means to
monitor the behaviour of all manner of things. Parliaments have suspended their
disbelief and permitted government agencies to buy technologies and install systems.
Some corporations have imposed similar schemes on their employees, and on their
customers.

There is enormous diversity among the schemes that have been installed or
proposed. Indeed, there are many objectives, and considerable specialisation is
occurring, with the result that surveillance is going through divergence and even
splintering.

But there are also signs of convergence and coordination, and this creates both
some degree of promise and a vastly increased level of threat to society. The
workshop committee has selected ‘iberveillance’ as the theme around which the
new direction can be examined.

This keynote commences by underlining key aspects of the surveillance notion.
It then briefly scans the range of surveillance schemes. The intention is to lay a
foundation for a typology of schemes, for comparison and contrast, and ultimately
for a critical appreciation of the benefits, disbenefits and risks that are inherent in
the process of inter-relating surveillance schemes.

Three alternative interpretations of the notion of ‘liberveillance’ are then
discussed, translating ‘iiber’ variously as ‘all’, as ‘exaggerated’ and as ‘supra’. Finally,
themes arising from these discussions are developed into a small set of Principles
that must be applied in order to avoid the over-reaction to the threat of ‘terrorism’
causing our societies to eat themselves.

2 The fundamentals of ‘surveillance’

The number of different surveillance schemes is so great that a comprehensive
survey requires substantial resources. This section commences by re-visiting a
couple of key concepts, as a prelude to vignettes of a number of rather different
kinds of surveillance.

In my work in this area over the last 20 years, I've referred to surveillance as “the
systematic investigation or monitoring of the actions or communications of one
or more persons’. This requires some adjustment, in particular to take account of
the monitoring of spaces, and of objects other than humans. The primary concern
of this paper is the surveillance of people and their behaviour, whether directly or
indirectly.

The original forms of physical surveillance were typified by visual observation,
and symbolised by Bentham’s panopticon.

Watching and listening have come to be aided by equipment of various kinds
which offers enhancement of optical and aural signals, e.g. through telescopes and
directional microphones. This has enabled physical surveillance at distance.
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A development in recent years has been the emergent phenomenon of what
might be called auto-physical surveillance. This is enabled by means of devices
that are attached to the person (whether loosely but reliably, as with a mobile
phone, or tightly as with an anklet, or even embedded). Rather than the modern
connotation of ‘automated’, the prefix ‘auto-"1is intended here to convey its original
meaning of ‘self-’.

Progressively, surveillance ceased to be constrained to the observation of
ephemera. The recording of signals meant that data trails could be built up, and
that retrospective analysis could be undertaken of those trails. As the number of
such trails increased, information originating from different times and places could
be interwoven, enabling additional inferences to be drawn.

The monitoring of data-flows, and the analysis of data-holdings, are economically
efficient because they can be automated. Furthermore, they are inherently
surreptitious, so the watched are far less aware of the watchers than is the case with
physical surveillance, even at distance. As a result, dataveillance (a convenient
contraction of ‘data surveillance’) has been used to augment, and increasingly to
substitute for, physical surveillance (Clarke 1988). The volume of monitoring
undertaken has also grown, because its inexpensiveness enables more of it to be
done within the same budget. The natural limitations on the number of men who
can be hired to wear trench-coats and watch doorways have been overcome.

As telecommunications improved, a further capability was added. The data
became available very shortly after it was collected, which meant that the trail was
warm and real-time tracking could be conducted. This increased the chances
of being able to intercept a target. It also created the possibility of predictive
tracking, by inferring a target’s intended destination.

As telecommunications developed, first telegraphic, then telephonic and later
facsimile transmissions became vehicles for electronic surveillance. In recent
decades, this has been extended to all forms of Internet communications, particularly
those that depend on wired connections, but also the various unwired channels.

Until recently, electronic communications supported the equivalent of speech.
Generally, the law permitted connections monitoring or traffic analysis (who is
talking with whom) although it subjected such activities to controls. Because of the
enormous intrusiveness and the risks involved in granting powers to law enforcement
agencies, much greater obstacles were placed in the way of communications
surveillance (who is saying what to whom).

Since the advent of the Web in the early-to-mid-1990s, however, electronic
communications also support the equivalents of buying books and going to the
library. The monitoring being conducted by employers and governments is now
far more intrusive, because what might be described as experience surveillance
provides access not merely to what a person is saying, but also to what they are
thinking about and researching.

Within each of the categories discussed above, it 1s important to distinguish two
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sub-categories:

* personal surveillance. This is focussed on an identified person, generally for
a specific reason. It is undertaken because suspicion has arisen from some other
source

* mass surveillance. This is far less precisely targeted, and is imposed on groups
of people, often large groups. Generally, its purpose is to identify individuals who
belong to some particular class of interest to the surveillance organisation. In
short, it 1s a suspicion-generator, designed to produce candidates against whose
actions counter-measures or pre-counters can be implemented, or who can be
submitted to personal surveillance

Physical surveillance was applied to alocation or place. Enhancements enabled
the watcher and their equipment to be separated by some distance from that place,
but the locus of the surveillance remained the same. Three different categories of
place have been discernible, which might be described as private, controlled and
public.

The notion of private places corresponds to locations in which an individual,
or two, or perhaps a few, could reasonably expect not to be subject to surveillance
by other parties. This has seemed to have a central core of the marital bedroom, a
more qualified zone comprising the rest of the home and even more so its visible
exterior (gardens and patios), and some further outposts such as the insides of toilet
cubicles.

Organisations that exercise substantial control over particular places have asserted
the right to conduct surveillance where, when and how they wish. The contestability
of claims in relation to controlled places increases from, for example, the rooms
from which nuclear power stations and air traffic are controlled, via the footpaths
outside government agencies and the faces presenting to ATMs, to railway stations
and cinema precincts.

One interpretation of public place is ‘everywhere that is neither of the other
two’. The numerous subscribers to the ‘original sin’ philosophy of life tend to
assert that all forms of surveillance of public places are legitimate, on the grounds
that privacy inherently doesn’t exist in public places, or no longer exists in public
places, or should not exist in public places.

Yet people have always had reasonable expectations of privacy in public places.
That applies all the more to people who are not well-known. More generally, people,
whether well-known or not, have a reasonable expectation of privacy when they
are behaving in a manner that is intended to be private, e.g. when in the company
of family, rather than projecting themselves (or their ‘public persona’) to some kind
of ‘public’. Because parliaments have been slow to protect such behaviours, the
courts are being forced to develop a tort through case law.

Electronic surveillance broke the nexus with a single location. Initially, it was
feasible to re-define it to a multi-location phenomenon, as in the monitoring of
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both ends of a phone conversation. But first dataveillance and then new forms of
electronic surveillance forced further re-thinking. It is now necessary to define the
actions or communications that are subject to surveillance as occurring in ‘space’
rather than ‘place’, and to conceive of the space as being either physical or
figurative (as in abstractions such as ‘cyberspace’). With that change, the old concepts
of private, controlled and public places have given way to private, controlled and
public spaces.

The purposes and potential benefits of surveillance are discussed in section 2 of
Wigan & Clarke (2006). This paper focusses primarily on its negative impacts.

3 Mini-case studies in surveillance

As an intrinsic part of this presentation, a collection of vignettes was prepared.
These describe a wide array of instances of surveillance, with considerable differences
in purpose, style and intensity. Partly because of the length of the text and partly in
order to make them accessible independently of this paper, they have been presented
in an Appendix to this paper (see chapter 4).

4 The categorisation of surveillance

The diversity that is evident in that collection of vignettes suggests the need to be
clear about the dimensions across which applications vary. Drawing on the outline
of the surveillance concept in section 2 above, the following can be distinguished:

(1) Of What?

That which is subjected to surveillance may be a specified individual, specified
groups of individuals, specified objects, specified groups of objects, or a specified
space.

(2) For Whom?

The beneficiaries of surveillance may be the individual who is the subject of the
surveillance, an individual who has a direct interest in the subject of the surveillance,
or another party with an interest in the behaviour of the subject.

(3) By Whom?

The surveillance may be conducted by the individual who is the subject of the
surveillance, an individual who has a direct interest in the subject of the surveillance,
another party with an interest in the behaviour of the subject, or a third party that
1s in some sense acting on behalf of one of the above.

(4) Why?
The primary purpose of the surveillance may be to assist with the health or

safety of the subject of surveillance, to detect or collect evidence of behaviour that
conforms or does not conform with some norm, or to encourage conformant
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behaviour and/or deter non-conformant behaviour.

(5) How?

The means whereby the surveillance is conducted may be physical surveillance
(visual and aural), physical surveillance at distance, auto-surveillance, retrospective
analysis, dataveillance, real-time tracking, predictive tracking, traffic analysis,
communications surveillance or experience surveillance; and each of them may
be targeted personal surveillance or much broader mass surveillance.

(6) Where?

The locus of the surveillance may be defined in physical space, or in some virtual
space. A common form of virtual space 1s that enabled by electronic communication
networks, but another is the web of ideas inherent in published text, uttered words
and recorded behaviour.

(7) When?

The timeframe in which surveillance is conducted may be defined across a single
span of time, or recurrent spans (such as a particular span within each 24-hour cycle),
or scattered across time (e.g. triggered by particular conditions detected in published
text, uttered words and recorded behaviour), or continuous and unremitting.

The public and political acceptability, the legality, and the effectiveness of a
particular instance of surveillance differ greatly depending on the design choices

that it evidences. An approach to developing an ethical framework for surveillance
is in Michael, McNamee & Michael (2006).

5 What is Uberveillance?

The theme of the workshop originates in the work of the Editors, Michael
and Katina Michael, with the first published use in lecture notes (M.G. Michael
2006). The notion is emergent rather than established, and it continues to evolve.
A useful working definition that they ofter is “an above and beyond omnipresent
24/7 surveillance where the explicit concerns for misinformation, misinterpretation,
and information manipulation, are ever more multiplied and where potentially the
technology is embedded into our body” (Michael & Michael 2006, p. 361)

In this section, this author approaches the idea afresh, and considers several
possible interpretations of the term, including, but not restricted to, the Michael &
Michael quotation above.

The word appears not to have existed until Michael & Michael coined it. Its
stem and suftix, ‘-veillance’, are clearly co-opted from ‘surveillance’. Originally, this
derived from the French ‘surveiller’, whose contemporary senses include ‘to keep an
eye on’ (e.g. luggage), to supervise (e.g. people), to monitor (e.g. people, an object
or a space), and to invigilate (to watch candidates in an examination).

Judging by the entry in the Oxford English Dictionary, the word was co-

Page 32



The Second Workshop on the Social Implications of National Security

opted into English in 1799, originally in a report on the French Revolution. The
relationship was readily recognised with Bentham’s panopticon proposal, which
originated in 1787 but was current for 25 years. During the 200 years since then, the
English word ‘surveillance” has come to be used primarily with sinister associations.
It has been subject to a number of adaptations and extensions, including this author’s
own neologism ‘dataveillance’, of 1988, which the Michaels explicitly identify as
one of the inspirations for their own work.

The prefix ‘tiber’is drawn directly from German. Its several senses are investigated
in the following sub-sections.

5.1 Omni-Surveillance

An apocalyptic vision would see ‘liberveillance’ as referring to surveillance that
applies across all space and all time (omni-present), and support some organisation
that is all-seeing and even all-knowing (omniscient), at least relative to some person
or object. The apocalyptic theme is a key thread in M.G. Michael’s work. See
Michael (1998; 2000a; 2000b; 2003).

An effective way to do this would be to embed the surveillance mechanism within
the person or thing to be monitored, and endow it with the capacity to monitor
itself continuously, and report to a monitoring authority, whether periodically, by
exception, or continuously. Applying the dictum that ‘information is power’, this
leads easily to a feeling of inevitability of the surveillance organisation becoming
an all-powerful (omnipotent) being.

On the one hand, this is the stuff of science fiction, and the dystopian genre
within sci-fi at that. On the other, most of the elements needed to realise the
nightmare already exist, including:

* chips with substantial capacity to gather, store, process and output data;

 devices containing such chips that can be reliably associated with individuals
(as already occurs consensually with mobile phones, and non-consensually with
anklets and wristlets on various categories of the institutionalised, particularly
prisoners, parolees and even remandees);

* chips that can be (and, in small quantities already have been) embedded in
humans;

* convenient, readily replenishable power sources for such chips (such as that already
available when the carrier moves through a magnetic field to induce current in
an antenna); and

» wireless networks through which data can be transmitted.

Remarkable as it may seem, some categories of people are being enveigled,
coerced and even mandated to submit to such a ‘pan-electricon’, particularly as a
condition of employment, or in return for reduced constraints on the space within
which the individual is permitted to move. Aspects of the ‘digital persona’in contexts
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such as these are investigated in Clarke (2005b).

If the word ‘tiberveillance’ achieves broad currency, this may well be the primary
interpretation that our children and grandchildren have ofit. It remains somewhat
speculative at this stage, however, and is sufficiently forbidding that many people
are likely to remain ‘in denial’. The following two alternative interpretations may
therefore be of greater immediate value in investigating the idea and what we need
to do about it right now.

5.2 Exaggerated Surveillance

One interpretation of ‘iiberveillance’ questions the extent to which surveillance
is undertaken. This can be along various dimensions, as discussed in section 4 above.
For example, surveillance may be excessive because it has too broad a scope, or is
instigated for reasons that are minor in comparison with its negative impacts. In
either case, its justification is exaggerated.

(1) The Costs and Disbenefits

Surveillance has costs and disbenefits, and its benefits need to be balanced against
them. The costs and disbenefits may be incurred by the organisation conducting
the surveillance, or by others, particularly the individuals subjected to it.

The term ‘costs’ is used here in the financial sense, and includes all forms of
expenditure, in particular on the conduct of the surveillance, on the infrastructure
to support it, and on the analysis of the resulting data stream(s). It encompasses
at least some of the costs of actions taken as a result of surveillance, in particular
those actions that transpire to have been unjustified because they arose from ‘false
positives’.

The notion ‘disbenefits’ is used to encompass non-financial impacts that are
negative, whether for the society, economy or polity as a whole, or only for some
individuals or groups. The enormous scope of disbenefits arising from surveillance
1s exemplified by the list in Exhibit 1.
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Exhibit 1:

Real and Potential Dangers of Dataveillance

From Clarke (1988)

Dangers of Personal Dataveillance

wrong identification

low quality data

acontextual use of data

low quality decisions

lack of subject knowledge of data flows
lack of subject consent to, data flows
blacklisting

denial of redemption

Dangers of Mass Dataveillance

To the Individual
arbitrariness
acontextual data merger
complexity and incomprehensibility of data
witch hunts
ex-ante discrimination and guilt prediction
selective advertising
inversion of the onus of proof
covert operations
unknown accusations and accusers
denial of due process
To Society
prevailing climate of suspicion
adversarial relationships

focus of law enforcement on easily detectable and provable
offences

inequitable application of the law

decreased respect for the law and law enforcers

reduction in the meaningfulness of individual actions
reduction in self-reliance and self-determination
stultification of originality

increased tendency to opt out of the official level of society
weakening of society’s moral fibre and cohesion
destabilisation of the strategic balance of power

repressive potential for a totalitarian government
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(2) Controls Over Excesses

A crucial question in any organic system is the extent to which natural controls
exist. If natural controls are in place and not seriously impeded, then the system
may be best left to find its own equilibrium. If, on the other hand, the controls are
retarded in a significant way, then some intervention may be needed, in order to
overcome the impediments, or to stimulate the control aspects. In some settings,
however, the system may be doomed to spiral out of control. In that case, the
architecture 1s in need of overhaul if the system is to survive.

To what extent is surveillance an organic system, and which of those archetypes
best describes it?

In Clarke (1995a), ‘intrinsic controls’ over the particular dataveillance technique
of data matching were examined. They were found to include:

* the exercise of countervailing political power by the class of data
subjects affected by the process, by their representatives, by the mass
media, or by the general public. Given the imbalance of power
between organisations and individuals, it is not realistic to expect
this factor to be of any great significance except in particular
circumstances;

* the displeasure of some organisation, such as a competitor or
regulatory agency;

* self-restraint practised by the agency itself, influenced by professional
norms, or by an appreciation of the delicacy of public confidence in
its institutions and the resultant need to respect constitutional rights
and moral concerns; and

* general blundering.

That paper concluded that “the intrinsic factor which might be expected to
exercise the most significant degree of control over computer matching is economics:
surely government agencies will not apply the technique in circumstances in which it
is not worthwhile. The primary means whereby the economic factor will influence
decision-making about computer matching programs is cost/benefit analysis”. The
various forms of cost/benefit analysis are described in Clarke & Stevens (1997) and
(Clarke 2007).

A mere decade later, that sentiment seems quaint. In the present decade,
government agencies have barely adopted so much as a pretence of conducting
cost/benefit analyses. They have become thoroughly politicised, and ‘business cases’
dominate. A ‘business case’ difters from a cost/benefit analysis in two important
ways. It is one-dimensional, because it adopts the view of the sponsor, rather than
reflecting the varying perspectives of multiple stakeholders. Secondly, it is essentially
designed as a justification of a policy position that has already been adopted, rather
than as an analytical tool.

In the surveillance arena, there has not only been little evidence of cost/benefit
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analysis being applied, there has seldom even been a compelling business case. The
proponents of surveillance successfully avoid scrutiny of their proposals, especially
since the windfall of the terrorist strikes in New York and Washington DC in
2001, and what marketers refer to as ‘mid-life kickers’ in Bali in 2002, in Madrid
in 2004, and in London in 2005. Since 2001, surveillance has been implemented
as an imperative, as those worst forms of policy-formation — knee-jerk reaction,
bandwagon eftect, and sacred cow.

The biometrics industry provides a valuable case study. Most biometrics
technologies cannot and do not deliver on their promises, partly because the
environments in which they are applied are complex and messy, and partly because
most biometrics technologies are technically flawed. It is therefore not in the interests
of the providers of technologies and services to provide truthful information or to
submit to evaluation.

Surely ‘the truth will out’, user organisations will discover that ‘the emperor has no
clothes’, and the mythologies of surveillance will become common knowledge?

Instead, an extraordinary phenomenon has emerged, that has not been evident
in other contexts — alliances of vendors and user organisations. The US national
security community has contrived the publication of tests and reports that have
been quite grossly twisted and biassed, in order to provide biometrics vendors with
breathing-space, and with credibility that their products do not warrant. The most
extreme instance is in the laughably inadequate technology falsely projected as
‘facial recognition’. The Face Recognition Vendor Test (FRVT) projects have been
breathtaking in their misrepresentation of reality. They were jointly sponsored by
a group including the Federal Bureau of Investigation (FBI), the National Institute
of Standards and Technology (NIST) and the Department of Homeland Security.

In Australia, the corruption has been mirrored in the Biometrics ‘Institute’. This
organisation has a grand-sounding name, but its function is to provide a forum for
the alignment of organisations whose interests, in an organic system, would be at
considerable variance from one another. Government agencies and suppliers have
conspired, and continue to conspire, to project biometrics technologies as things
that they are not: eftective, reliable, and safe for human consumption.

Corporations, unlike governments and government agencies, are subject to the
constraints of return on investment (ROI). This somewhat tempers their enthusiasm
for monitoring. For these reasons, the financial sector has long resisted strong
authentication on its customers. It also appears that the full power of consumer
profiling and ‘customer relationship management’ technology may not yet have
been unleashed on Australian consumers.

But ROI has proven inadequate to ensure rational designs. The private
sector too makes decisions that are far from balanced, because knee-jerk and
bandwagon outweigh rationality. In addition, there has been increasing pressure
from Governments, using such ‘motherhood and apple pie’ sentiments as ‘money-
laundering’, ‘counter-terrorism’, ‘homeland’ and ‘critical infrastructure protection’.
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The 2006-07 rounds of ‘Anti-Money-Laundering and Counter-Terrorism
Financing’ (AML-CTF) legislation represent one of the most extreme forms of
exaggeration to date, with business enterprises now obligatorily enlisted as spies
against their customers.

5.3 Master-Surveillance

Another possible interpretation of ‘tiberveillance’ derives from the use of ‘iiber’
to imply ‘meta’, ‘supra’ or ‘master’-surveillance.

This could involve the consolidation of multiple surveillance threads in order
to develop what would be envisaged by its proponents to be superior information.
This might be performed ad hoc, as occurs in ‘intelligence assessment’ agencies active
in foreign affairs and national security.

The challenges are enormous, however. In particular, the data-flows are typically
highly variable and highly unreliable. The bases on which they are conceived and
implemented vary greatly between the streams. There may be very considerable
differences between the aims of each individual operator and the would-be ‘master’.
The challenges of diversity in data sources, data meaning and data quality were
investigated in the context of data matching programs in Clarke (1995b).

In order to overcome the difficulties inherent in consolidating very different
streams of information, there could be endeavours to achieve coordination among
the various surveillance sources. An example of such an approach is the creation of
an organisation whose express purpose is to draw surveillance organisations closer
together. A prime example was the creation of the U.S. Department of Homeland
Security (which in the process changed the sense of ‘DHS’ from Human Services
to something differently protective and much more sinister).

An approach that might seem superior to both consolidation and coordination
is centralisation. This involves the conception of an architecture intended from
the outset to develop a set of feeds into a single ‘master’, with all of the subsidiary
surveillance processes serving the centrally-determined objectives. Stafford Beer
naively thought that a centrally-planned cyber-economy could be consistent with
an open society and a democratic polity. The experience of Beer’s Cybersyn project
(1970-73) could have delivered the coup de grace to such Promethean idealism if
Chile had not been seen to be acting against the interests of the American way of
profit. Its elected President was eliminated, and with him Beer’s experiment.

During the 1970s and 1980s, such ‘central planning’ approaches were derided.
To some extent this was due to their totalitarian nature, demanding as they do a
controlled and inherently static society. But the primary reason was that they had
been demonstrated not only behind the Iron Curtain,in Cuba and under East Asian
Communist regimes, but also in France, to lead to economic systems that were
ineftective, inefficient and in most cases downright stagnant.

Up to a point, systems generally exhibit efficiencies of scale, and efficiencies
of scope. Beyond that point, they become unwieldy, excessively complex, and
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inherently unmanageable. Systems of the complexity of societies are well beyond the
flex-point. They accordingly exhibit substantial inefticiencies of scale and of scope.
General systems theory recognises that, for large-scale systems to have the flexibility
and adaptability that they need for survival, they need to comprise loosely coupled
elements,and to be subject to control through the interplay of those elements rather
than through any form of centrally-determined control.

6 What do we do about Uberveillance?

The picture painted in the preceding sections may seem bleak. Surveillance is
rampant. Human values have been trampled. Osama bin Laden and Al Qaeda,
or rather the eftigies that have been made of them, have triumphed. The limited
and sporadic attacks in their names have struck at the moral weaknesses and
contradictions inherent in the “Western’,‘democratic’ world. That world has turned
inwards on itself. It is spiralling towards self-destruction through the denial of the
very freedoms on which it was supposed to be built. Our world needs an antidote
to ‘national security extremism’, and it needs it fast.

This section distills a few key messages about what we need to do in order
to ensure survival of society, the economy and the polity, in the face of rampant
‘control freaks’. It enunciates a small set of Principles that will contribute to the
restoration of Australian society by bringing the surveillance mania back under
control. The intention is to generate countervailing power against the extremism of
the national security agencies. In this context, a variant of the label ‘countervaillance
to ‘counterveillance’is appropriate. Exhibit 2 lists the Principles, and the remainder
of the section provides brief descriptions of them.

Exhibit 2: Counterveillance Principles

1.  Independent Evaluation of Technology

A Moratorium on Technology Deployments
Open Information Flows

Justification for Proposed Measures
Consultation and Participation

Evaluation

Nk wh

Design Principles
1.  Balance
2. Independent Controls
3. Nymity and Multiple Identity
8. Rollback

The position adopted in developing these Principles is not itself extremist. It is
common ground across society that terrorists are killing people from time to time,
that there are (small numbers of) disaffected individuals who will be attracted to
violent ‘solutions’, that religious fundamentalism is a threat to open societies, that
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countermeasures are needed, and that both general alertness and capable public
security institutions are needed.

Where this set of Principles might be seen by some to be radical is in the
following:

* it recognises that terrorism is not new and nor is it unusual

» although the ‘power to weight ratio’ of a single strike has increased (because
fewer terrorists can deliver a bigger payload), it denies that this has particularly
significant implications for public policy

it refuses to accept reactionary extremism at face value, and to provide national
security and law enforcement interests with carte blanche to do what they say
needs to be done in order to counter the threats

* it denies that ‘secrecy’ is a necessary pre-condition of ‘security’

* it rejects the legitimacy of treating what are really ‘public safety’ issues as though
they were ‘national security’ matters

* it is deeply sceptical about counter-terrorism depending on everyone having to
be limited to a single State-managed identity, because this helps not at all against
‘virgin terrorists’

(1) Independent Evaluation of Technology

Surveillance of the intensive kinds that are drastically altering our society are
heavily dependent on technologies. The assertions of technologists and marketers
must be viewed with scepticism, and subjected to testing. That testing must not
be warped, and must not be conducted by participants in the field of play (such
as the FBI, NSA, NIST, and, in Australia, the Defence Science & Technology
Organisation — DSTQO). Normal science and technology must be resumed. Rather
than ‘Government policy’ driving and twisting outcomes, rational consideration of
technologies and their applications is essential.

(2) A Moratorium on Technology Deployments

Some years ago, I called for a moratorium on biometric implementations in
Australia (Clarke 2003). I did not do so idly. I argued that*“[a] ban must be imposed
on the application of biometrics technologies until and unless a comprehensive and
legally enforced regulatory regime has been established”. My rationale was not
only that applications of biometrics had quite gross, negative impacts, but also that a
moratorium might well be the only means of saving an industry that has promised
much for years and delivered very little.

There are enormous impediments to the adoption of ‘advanced technologies’.
In the majority of cases, their dysfunctions are considerable, and the extent to which
they achieve their primary objectives is in serious doubt. The identification and
authentication schemes for the APEC meeting in Sydney were as much of a farce
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as the traftic control system that let The Chasers’ convoy through beyond the point
of embarrassment.

(3) Open Information Flows

The antidote to inappropriate deployments of inadequate technologies is
openness. The public needs facts about the context in which surveillance schemes
are to be deployed. They need a statement of the scheme’s objectives. They need
to know sufficient about the design features that they can apply reasonable tests to
the scheme’s feasibility, and assess its eftectiveness under varying circumstances. They
need the opportunity to apply systemic reasoning, in order to evaluate whether the
design features can give rise to the claimed benefits.

(4) Justification for Proposed Measures

No measure should not be implemented unless its negative impacts are
demonstrated to be outweighed by its benefits. It seems extraordinary that a case
has to be mounted in support of such a straightforward contention. Yet national
security and law enforcement agencies (NS&LEAs) have been permitted to make
untested assertions about both threats to public safety and the benefits of surveillance
measures in addressing those threats. The sacred cow of blind trust in NS&LEAs has
to be put to death. Those organisations must be required to present their arguments,
and defend them in public.

(5) Consultation and Participation

A turther critical aspect of an open society is the ability of the public to participate
in the debate. This enables testing of the information and arguments. But it also
brings the many perspectives of a complex society to bear on the information and
the declared objectives.

(6) Evaluation

Another form of normal service that needs to be resumed is the application of
established techniques to the available information, in order to provide a basis for
comparison among financial costs and benefits, on the one hand, qualitative factors
on the second, and risks (and especially remote ones) on the third.

The technique of Privacy Impact Assessment (PIA) has been making headway
during the last few years, and has attracted support now from such inherently
conservative institutions as the Senate, the Privacy Commissioner, and in September
2007 the Australian Law Reform Commission (ALRC). An even broader notion
of social impact assessment is crucial to the survival of an open society.

(7) Design Principles
One of the key features of the vignettes was the existence of positive instances
of surveillance, both for individuals and society. Surveillance is not itself evil.

Page 41



The Second Workshop on the Social Implications of National Security

The problem has been the presumptiveness of its proponents, the lack of rational
evaluation, and the exaggerations and excesses that have been permitted.

Proponents of surveillance have Design Principles that guide the creation of
their systems. An alternative or complementary set of Design Principles is required,
which guides the conception of schemes that do not threaten free society from
within. Key examples includes the following:

* Balance. This must be achieved among the many competing values and
interests, rather than a small cluster of ‘security’ imperatives dominating, and
being protected by a veil of secrecy

* Independent Controls. These are essential in order to ensure that ‘national
security’ interests are not the means whereby ‘national security’ assertions are
validated

* Nymity and Multiple Identity. These must be recognised as natural human
needs, and as keys to the freedoms in free society, despite the inevitability that
they, like all freedoms, will be abused as well as used

Nymity encompasses both anonymity and pseudonymity, and is addressed in
depth in Clarke (1999a). Geniune anonymity precludes the link being discovered
between an identity and the entity or entities using it. It carries with it the risk of
non-accountability. With pseudonymity, the link can be made, but its effectiveness
depends on legal, organisational and technical protections, to ensure that the link
is not made unless pre-conditions are fulfilled.

(8) Rollback

Restoring sanity to the processes whereby schemes are evaluated and designed is
crucial, but far from sufticient. The depredations of the last 5 years are so great that
rollback of the great majority of anti-freedom provisions enacted by Parliaments
is necessary. The valuable Parliamentary Library catalogue of the actions of the
federal parliament is frightening for its sheer length, even without consideration
of its depth.

This is not to suggest that every provision of every amendment act must be
overturned. National security and law enforcement agencies were, as they claimed,
confronted by a variety of barriers that were accidental and inappropriate and needed
to be overcome. On the other hand, inadequately brisk processes for the issue of
warrants are not properly solved by creating extra-judicial warrants, but rather by
a faster, online judiciary. And although telephonic interception warrants based on
old, fixed-line numbering are inappropriate in the modern era of mobile phones,
the balanced solution is person-based interception warrants, not the removal of
controls.

7 Conclusions
A neologism can be a mere linguistic device intended to bring some intellectual
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richness to a discussion. The English word ‘surveillance’ derives from the French
‘surveiller’, or ‘watch over’, which in turn derives from the French sur- and the
Latin vigilare. So ‘Uberveillance’ takes a somewhat ambiguous Romance stem and
imposes on it an abrupt and authoritarian Germanic prefix.

There are multiple flavours of ‘liberveillance’, none of them comforting to
someone who lives in the real Australian world of moderate daily dangers from cancer,
heart conditions and road traffic, and of minuscule dangers from terrorism.

Unfortunately, as this paper has shown, all of the interpretations of ‘iiberveillance’
are descriptive of another reality, and one that has become rapidly more pervasive in
the few years since the turn of the present century. We are confronted by the twin
extremisms of religious fundamentalists in Muslim garb, on the one hand, and men
in short haircuts chanting the mantra ‘national security’, on the other.

We need to ensure that the national security fundamentalists, who have ruled our
lives for the last 5 years, are treated with the same seriousness as the terrorist threat
within Australia, and are encouraged to return to the professionalism of the 1980s
and 1990s, and respect for the free society that Australians believe they live in. This
country wants neither ‘unter-veillance’ nor ‘iberveillance’. It wants balance.
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Appendix to what ‘Gberveillance’ is
and what to do about it:
Surveillance vignettes

Roger Clarke

Xamax Consultancy Pty Ltd
Visiting Professor at UNSW, ANU and the University of Hong Kong

Abstract

This document contains brief outlines of a range of diverse surveillance schemes. They
are drawn from a wide variety of sources and experience.
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Baby-monitoring

In response to sudden infant death syndrome (SIDS), and to enable parents and
health carers to spend time away from the side of the cot, several technologies have
been developed or applied. One is the fairly crude mechanism of periodically or
continuously transmitting sound or pictures of the baby to a speaker or screen close
to the carer. Potentially more effective forms of surveillance include devices that
detect delay in breathing or heartbeat, or movement, particularly of the abdomen.

Acute health care

Automated monitoring is performed in many acute health care environments,
including ambulances, emergency wards and Intensive Care Units (ICU). The
monitoring focusses on the patient’s key physiological characteristics, such as the
cardio-vascular system and respiratory function.

Alerts are programmed to draw staft attention to parameters that have moved
outside pre-set limits. The limits are set variously by the machine manufacturer, the
hospital administration, and the particular nurse for the particular patient. There
are different intensities in the alert signals, so that the more urgent ones can stand
out. Individual devices generate different sounds depending on the level of the
alert and the make of the machine.

Examples of alerts for which difterent sounds may be generated include:

* heart monitors, where the heart-beat is too fast, too slow, or absent — but often
because the monitoring device has fallen off

* the intravenous (IV) machine has run out of fluid, the tube is kinked, it has an
air bubble, or the battery has run down

* the blood-pressure cuff delivers a measurement that is too high or too low, or
delivers an inconclusive result — or has fallen oft

* the air mattress has a kink in the line, or has run out of battery

* the blood-oxygen-deprivation monitor registers too high, too low, no battery, a
poor signal — or no patient

There are so many sounds, which are unique to each environment depending
on machine makes and models, that even experienced nurses cannot recognise
them all.

The devices keep bleating for attention, and they are attended to when the
nurse needs them, or has a moment to address them. Any non-specialist visitors in
the vicinity (or, much worse, concerned relatives visiting their loved ones) find the
cacophony of alerts disturbing, and the apparent lack of attention to them even more
so. The noise often drives the health clinicians mad, but most are also very useful.

Some of the serious alerts (such as those for respiratory and cardiac arrest) have
been reproduced for other purposes (for example as ring tones on mobile phones),
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and startle oft-duty nurses when they are heard outside the health care context.

Staff movement monitoring

Some employers issue staft with tokens, emblazoned with the staft-member’s
name, photograph and perhaps other information. Such tokens commonly include
machine-readable storage (magnetic stripes, chips, or contactless / proximity chips),
which may contain the same data as is on the face of the card, but may also contain
additional data-items. Some employers impose tokens that are woven into the
uniforms that they provide to staft.

Staft may be under instructions to wear or carry their token, and they may
be required to present it at various control-points on the employer’s premises
or campuses. Alternatively, the monitoring may be active throughout an entire
controlled area, rather than only at control-points.

Carriage and presentation may be enforced by denying movement between
zones (e.g. because a door cannot be unlocked or a boom will not open) unless the
(or a) person presents (or is at least wearing or carrying) their own (or someone
else’s) token.

In addition to access control, some of these schemes provide current-location
information to a controller. This can be used for both service delivery (e.g. directing
an incoming phone-call to the nearest extension) and control applications. Schemes
that log transactions also support movement tracking, retrospective analysis of
movements, and potentially even real-time predictive capabilities relating to the
person’s likely destination.

Vehicle monitoring

A variety of organisations conduct surveillance of a variety of different kinds
of vehicles. For example, employers, road service organisations, third-party fleet
management companies, insurers, regulatory authorities, or law enforcement agencies
may monitor load-carrying vehicles, taxis and hire-cars, but also private vehicles.

Vehicle movements may be logged by having them automatically report when
they pass control-points (e.g. the entrances and exits of industrial or port complexes
and loading/unloading bays, but also convenient networks of locations such as traffic
lights). Alternatively, an on-board GPS device can compute the vehicle’s location,
enabling it to report its own position.

Data transfer can be done by active means (e.g. a transmitter on board initiating
a communication to some other device), or passive means (e.g. a transmitter on a
collecting device initiating a response from the monitored vehicle). In addition,
on-board devices may monitor and report the performance of the vehicle, its engine
and/or its load.

Among the characteristics that are measured may be apparent average speed over
a distance or a period of time, and aspects of driver performance, particular time
spent at, and not at, the wheel. (Excessive time at the wheel of a load-carrying
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vehicle 1s a criminal oftence, and excessive time not at the wheel may be against
the interests of the vehicle’s owner).

‘Speed cameras’

A speed detection device can trigger a camera to capture images of the
numberplates of passing vehicles. The registration-code can be extracted using
pattern-matching recognition in a manner similar to Optical Character R ecognition
(OCR) for documents. A closely-related application uses a timing-based trigger to
capture photographs of cars that run red lights.

Such installations may be in a fixed place for an extended period of time; or
they can be mobile; and they may be declared or covert. The use of covert cameras
for detecting speeding infringements has been shown to be more effective than
declared cameras in securing generally lower traffic speeds. However, the use of
covert cameras, especially in what are apparently safe areas and locations, has the
effect of creating public cynicism about the motivation for, and the reasonableness
of, the surveillance.

Use of the photos, and of the data inferred from them (in particular vehicle
registration data, location and time), may be limited to a specific traftic law
enforcement purpose, or function creep may occur.

Automated number plate recognition (ANPR)

The technology used for speed cameras can be applied much more broadly, as
Automated Number Plate Recognition (ANPR). The data arising from ANPR can
be used to automatically generate charges for road-usage, and can be linked with
vehicle-registration databases to despatch notices of non-payment violations.

ANPR can also be used to compare passing registration-numbers against a
‘blacklist’. This could reflect, for example, cars that have been reported as being
stolen (and whose numbers have not yet been deleted from the database), or cars
that are subject to an alert because they are recorded as having been used in the past
by a person who is the subject of personal surveillance. A ‘hit’ on the blacklist may
be used merely to generate a record for future data-mining, or to trigger action by
law enforcement agencies, e.g. to intercept the vehicle on the basis of the suspicion
generated by the entry in the database.

An early form of ANPR has been used in N.S.W. for many years, to monitor
the time spent on the road and the average speed of heavy goods vehicles, and,
in combination with drivers’ log-books, driver work-hours. It has also been
surreptitiously applied to cars, without apparent legal authority and without public
disclosure, let alone debate.

ANPR is coming into general use in the U.K. for private cars. Its application
has been mooted by at least two State Governments in Australia, but without any
sign of an impact assessment being conducted at all, let alone independently from
the police force.
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Denial of anonymity on toll-roads

Use of public thoroughfares has always been essentially anonymous. Even on
toll-roads, cash payment was available. Electronic payment was then added as an
option. There are several ways in which anonymous electronic payment can be
delivered, but most applications are either directly identified, or eftectively identified
because they involve credit-cards or debit-cards.

In recent years, some toll-roads have been permitted to rely on electronic payment
mechanisms alone, and to remove all cash payment booths without providing an
effective anonymous alternative. Melbourne CityLink appears to have been the
first major thoroughfare in the world to deny anonymous travel. Sydney’s M7 has
been permitted to adopt the same approach. Neither company’s web-site even
addresses the question of anonymous payment.

The Privacy Commissioner has failed in her responsibilities under the Privacy
Act s. 27 (1)(a)-(e) to ensure that breaches of the law, in this case of NPP 8, are
avoided in the first place, or at least acted upon once they have occurred.

CCTV on railway stations, and everywhere else

There are occasional instances of violence on railways stations. Railway
authorities have installed successive rounds of more equipment, and nominally more
sophisticated equipment. Much the same has happened in shopping malls, cinema
precincts and city streets more generally.

There appear to be very few occasions on which a criminal is apprehended as a
result of the surveillance, or in which images from CCTV are instrumental in ‘solving’
a crime or achieving a conviction. People intent on committing a crime take steps to
avoid being recognised, and even where the perpetrator takes no such steps the quality
of images that is practicably achievable is limited. The primary functions of CCTV in
relation to crimes that have already occurred appear to be to provide media interest,
and to convey the impression that law enforcement agencies are ‘on the job’.

Some deterrent eftects do appear to exist, but only in respect of the space that is
known to be subject to surveillance. The undesired behaviour appears to be largely
displaced to unmonitored locations. In addition, ‘crimes of passion’ are largely
unaffected. Even the claims of deterrence within the monitored area are in many
cases unjustified: “[o]ut of the 13 systems evaluated, 6 showed a relatively substantial
reduction in crime in the target area compared with the control area, but only 2
showed a statistically significant reduction relative to the control, and in 1 of these
cases the change could be explained by the presence of confounding variables” (Gill
& Spriggs 2005)." So in a study commissioned by one of the primary proponents,
only 1 of 13 showed a statistically significant reduction.

1 Gill M. & Spriggs A. (2005) ‘Assessing the impact of CCTV’ Home Office Research Study 292, Home
Office Research, Development and Statistics Directorate, UK., February 2005
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Goods monitoring

RFID tags can be used in supply chains from the manufacturer, via the transporter
and wholesaler, to the retail oulet. This can provide benefits in stock control, for
example where the goods are highly valuable, or where recalls may arise.

The RFID-tags may be left on the goods beyond the cash-register, in order
to achieve a link between a category of product, or even a specific instance of a
product, and the purchaser. This can be done openly or surreptitiously. And it can
be done consensually, or pseudo-consent can be gained through coercion, or it can
be imposed by the supplier, or it can be mandated by law.

The data arising from this form of surveillance can be used for a variety of
purposes, such as after-sales service, consumer profile construction, consumer
marketing, consumer tracking, and in the case of goods carried by the consumer
(such as clothing) consumer association with a brand or style.

Goods monitoring is also applicable to dangerous materials, such as fissile
material, explosives, materials that can be used to manufacture explosives, highly
flammable materials (such as avgas), and to goods controlled for other reasons,
such as pharmaceuticals particularly opium and coca derivatives. It is challenging
to monitor bulk materials by means of RFID tags; but they are readily applied to
storage facilities and containers.

Freight interchange-point monitoring

Locations in which goods are loaded, unloaded, and switched from one mode
to another, may be subject to surveillance. This is particularly the case with loads
that are intrinsically dangerous, or of high-value.

Such monitoring can assist in managing risks such as theft (of the load), pilferage
(of some of the load), the introduction of additional materials into a load, tampering
with the load, sabotage of the load, and insertion of an unauthorised load.

In association with this form of monitoring, the staff who are involved may be
subject to various forms of indignity, including video-surveillance and recording
while on the job, searches on completion of a shift, and ‘positive vetting’ by a
government agency or private investigator as a condition of employment.

Financial transaction tracking

In the late 1980s, the Australian Government copied a US initiative and created
what is now known as Austrac, to gather financial transaction data from financial
institutions. The scheme was supposed to be a weapon against the drugs trade. Its
justification has drifted with the fashions of the times, via money-laundering by
organised crime, to the financing of terrorism.

There 1s very little evidence that it has ever delivered any benefits. But, rather
than curtailing its activities, the Government and Parliament have submitted to the
blandishments of law enforcement agencies, and have successively extended the
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scheme’s scope.

The most recent iterations have been simply scandalous, and completely beyond
the boundaries of what a free society should be permitting. Under the 2006 ‘Anti-
Money-Laundering and Counter-Terrorism Financing’ Act (AML-CTF), financial
institutions are now required to actively intrude into their customers’ privacy in order
to comply with ‘Know Your Customer’ (K'Y C) provisions, for reasons unrelated to
banking; and to be actively suspicious about their customers, for reasons unrelated
to the business relationship.

Yet worse, amendments introduced in 2007 propose to extend this to a range of
small businesses, including real estate agents, financial planners,and jewellers. Business
enterprises, large, and now small, are being forcibly enlisted into the business of
spying on their customers. This is a pattern associated until now only with repressive
regimes such as East Germany under the Stasi, and the People’s Republic of China.
It is extraordinary that Parliament could permit such a breakdown of the boundaries
between the public and private sectors, and grant such extraordinary power to the
national security and law enforcement apparatus.

Consolidation of agencies and databases

Meanwhile the mainstream mandarins have mounted a sustained campaign over
more than 20 years, in an endeavour to develop a centralised scheme for the storage
of personal data.

The centrepiece of the Australia Card proposal was a new database that the Health
Insurance Commission wanted to be the hub of the centralised databank. When that
was rebufted, senior executives of the then Department of Social Security grasped
their opportunity. They leveraged oft DSS’ substantial database and processing
capabilities to morph it into Centrelink — a central government agency through
which all of the c. 100 benefits paid by a score of agencies are funnelled. The
organisation thereby became the hub database for the 25-35% of the Australian
population who are recipients of some kind of benefit.

The next step in the process was the formation of a mega-ministry, currently
called Human Services. Its purpose was to link Centrelink with the old Health
Insurance Commission (now re-badged as Medicare). This, if it 1s allowed to be
successful, would pool the resources of the two. Medicare covers virtually 100% of
the population, because it is (or its core business is) the nationalised insurer.

Meanwhile, the ‘Medicare’ tag is being used in an attempt to broaden the agency’s
scope from health insurance to health data administration. The HealthConnect
scheme adopted a centrist philosophy, but failed. The current NEHTA scheme is
also being drifted from its initial federation and ‘inter-operability’ approach back
towards the simplistic centrism that seems to be all that the mandarins are capable
of understanding.

A further leg of the centralist agenda is the play by the Australian Bureau of
Statistics (ABS) to become the national databank consolidator. In 2006, ABS
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corrupted the Census by keeping in an identified form data relating to 1 million
Australians. The ABS intends firstly linking all future returns into that pool of
data, and secondly drawing data from the administrative collections of government
agencies. The breach of trust with the Australian public will render the census
inoperable within a few years. But this is of no consequence to the mandarins,
because by then the agency’s philosophy will have been switched from a trustworthy
collector of original and unidentified data to a backroom consolidator of data from
other databases.

The limited privacy law that was created in the late 1980s has already been
undermined to the extent that the emergent consolidated databases are available
to any agency that wants them. In any case, national security and law enforcement
agencies are above the law in multiple senses, being exempt from privacy laws,
being not subject to sanctions when they breach such limited constraints as do
exist,and having been granted in recent legislation specific immunity for particular
breaches.

National identification schemes

The tracking of financial transactions and the consolidation of personal data
from multiple sources is only effective if individuals are constrained to a single
general-purpose identity.

The first serious attempt at this was Australia Card Mark I (1985-87). It failed,
because a very large proportion of the public emphatically opposed it once it
became clear what it was.

In the ensuing years, the pre-existing Tax File Number (TFN) was expanded in
scope. Successive Ministers and Prime Ministers breached their undertakings, and
the scope was extended well beyond the boundaries that had been agreed at the
end of the Australia Card debacle.

In the years following that, the Centrelink Access Number (CAN) was developed
as an identifier that enables the inter-linking of data from multiple agencies involved
in benefits payments.

Several attempts have been made to coordinate the driver’s licence numbers
issued by the States and Territories into a reliable national scheme, but this usually
founders on inter-jurisdictional jealousies.

The natural next step is the ‘Access Card’, better understood as Australia Card
Mark II. This is at heart a hub-database and a general-purpose identifier. (The
card is, as always, a minor part of the overall scheme). The foundation element
of the scheme would be registration interviews in which each individual would
be eftectively challenged to claim an existing identity recognised in government
databases. To meet that challenge, every individual would have to respond to demands
for documents, would be restricted to the use of just one identity approved by the
government (possibly even a name that is dictated by the government), and would
be required to use that single identity across all agencies. Services would become
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dependent on the acquisition, carriage and presentation of the card.
The Australian public, once it appreciates what the ‘Access Card’ actually 1s, will
reject it as emphatically as they did its predecessor.

Monitoring of human-attached chips

The miniaturisation of computers and storage has long since reached the point
that small but quite powerful chips can be fitted into various carriers. The plastic-
card-with-chip (often referred to as a ‘smart card’) has made very slow progress since
its invention in 1974 and its initial deployments in the late 1980s. But suppliers are
currently trying again, and this time they are attracting a little more interest from
the major players: financial institutions and government agencies.

In addition to plastic cards, other carriers are possible. The chips used in
‘contactless cards’ are also used in ‘RFID tags’, which are appropriate for goods, and
have been woven into clothing. A closely-related technology referred to as Near
Field Communication (NFC) is being built into mobile phones.

This kind of chip has an antenna in which current can be induced by movement
through a magnetic field, enabling transmission of a small amount of data, including
the chip’s unique identifier. Often the identifier of the chip, when combined with the
location of the device that picked up the signal, is all that needs to be collected.

Various categories of livestock in the EU and the USA have been subject to
imposed identification requirements from the early 1990s onwards. In Australia, a
National Livestock Identification System (INLIS) exists. Breeding stock in particular
have been commonly identified using tail-tags or ear-tags.

Humans have been subjected to the same technology as animals. The same kinds
of chips have been installed in anklets and wristlets. These have potential application
for people suffering senile dementia, and perhaps patients during pre-operative,
operative and post-operative phases of their treatment. They have been imposed
on several other categories of institutionalised people, in particular prisoners, and
prisoners on parole. In the US, it appears that it is even being used for people who
are on remand, as a substitute for bail or a supplement to it.

The actual use of the chips is varied. For a person in a relatively open senile
dementia ward, for example, they could be used to raise alerts if the person approaches
a perimeter, or has been immobile for a long period in an unusual location (e.g.
neither their bed nor a sitting-room).

For prisoners, parolees and (in the US) people on remand, the intensity of the
surveillance can range from occasional automated ‘reporting in’, via obligatory
intentional reporting in by placing the device close to a fixed reader, to detection
at the perimeter of areas of permitted movement.

Reports have suggested that, in the USA, in excess of 100,000 parolees and the
remandees are wearing them, so the volume of data generated is vast. From the
viewpoint of the person forced to submit to them, the intrusions can vary from mild
to excruciating. A recent report on a ‘celebrity’ remandee (Lisa Nowak, a sometime
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NASA pilot), showed how utterly degrading the process can be.

Monitoring of human-embedded chips

The kinds of chips in contactless chip-cards, RFID tags,and wristlets and anklets,
have also been implanted directly into animals. A primary application has been
for pet dogs and cats, to enable the return of lost animals to their owners. The
conventional location for implantation has been the neck. One such service goes
under the disarming brandname of Life Chip. In the livestock arena, moves are
under way to migrate the chips from external tags to embedded ones.

Consensual implantation of chips in humans appears to have begun with a self-
publicist academic who used it to open doors (in Reading UK). That was followed
by fashion-driven implantation for access to a night-club (in Madrid).

Staff in a few companies (in the USA) and a government agency (in Mexico)
have been enveigled into agreeing to the implantation of ‘contactless chips’ into
their bodies.

Non-consensual applications have been touted in institutions of various kinds.
In addition to prisoners, an often-mentioned category is senile dementia patients.
It has been promoted as a means of patient management in hospitals.

The monitoring patterns would appear to be comparable to those for Human-
Attached Chips, with the primary difterences being the ‘convenience’” and non-
visibility, the permanency, and the difficulty of removing it or suppressing its
behaviour. These work variously to advantage (in some circumstances to some
extent of the implantee, but mainly of the person doing the monitoring) and to
disadvantage (almost entirely of the implantee, particularly in terms of the increased
servility it entails).

Continuous monitoring of chips

The above discussions of human-attached and human-embedded chips assumed
the monitoring activities to be sporadic or periodic, episodic and in any case
occurring only within a limited span of time. It need not be so.

The ACT Government has stated its intention that the Territory’s new prison,
currently under construction, will use RFID tags to track prisoners. The scheme
appears to involve permanent monitoring of all inmates, throughout the complex,
every 2 seconds. It further appears that data is to be logged. It is therefore a
means firstly of remote, automated power over prisoners, and secondly of enabling
retrospective analysis and investigation.

Such effectively continuous and permanent surveillance is far less human even
than the (often seriously unpleasant) relationships between prisoners and warders.
[t represents comprehensive denial of freedom, and comprehensive ceding of power
to the surveillance organisation.

Permanent surveillance of prisoners was rejected in the late eighteenth century,
in part because it was regarded as inhumane. At that time, the means was visual, in
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the form of Bentham’s ‘panopticon’. The current proposal represents an even more
insidious form of observation, because it is unseen, unrelenting and not equilibrated
by any human element.

Such blanket electronic surveillance is unprecedented in Australia. This is a
form of human degradation, rather than part of a plan to prepare prisoners for a
positive return to life in the community. It would undermine the rehabilitation of
offenders — even though the facility has been designed to house many who are due
to be released back into the community in the near future. That in turns threatens
public safety.

Further, the imposition of such a gross surveillance mechanism would set a
precedent for the treatment of some people like cattle, pet dogs or pallets full of
goods for sale, in, of all jurisdictions, the first in Australia to implement a Human
Rights instrument.

Biometrics and foreigners

Biometrics, or measurements of some aspect of the human person or their
behaviour, brings with it a vast array of intrusions into civil rights and privacy.

The Australian Parliament has legislated to impose biometric requirements on
refugees, on applicants for visas,and on people infringing national boundaries (mainly
fishermen). These powers have been subject to little or no consultative processes.

Aliens have almost no protections under Australian law, and refugees in particular
are in a desperate state, and will concur with anything that a potential host-nation
demands of them.

Biometrics and Australians

The collection of biometrics is an invasion of the physical person, acquiring
something that is ‘of” them, and in many cases imposing on a person’s movements
in such ways as demanding placement of the hand, thumb or eye in a zone dictated
by an authority.

Biometrics schemes are technically very challenging, because it is very difficult
to capture measurements reliably. Some biometrics may embody personal data, at
least in the case of DNA. Biometrics create serious security problems, because the
characteristics that are measured are not something that can be kept a secret. They
can be captured surreptitiously and in some cases without the person being present
(e.g. latent fingerprints, and body tissue and fluids).

A person’s physical characteristics are unchangeable. This leads to seriously
problematical risks such as ‘entity fraud’ (masquerade by someone using an artefact
designed to replicate a person’s biometric), the planting of evidence, and even the
prospect of outright ‘entity theft’. Recent concerns about ‘identity fraud’ and
‘identity theft’ pale to very little in comparison with such prospects.

Despite these enormous concerns, a number of applications of biometrics have
emerged, including workplace bundying-on/off, building access control, electronic
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access control (for logging on and off computer systems), device (PC and phone)
locking/unlocking, and prison-visitors.

In the area of DNA, voluntary provision lasted a mere decade. The State has
begun giving itself enormous powers to gather DNA, initially from long-term
prisoners, then from prisoners, and most recently from arrestees. Protections
that had been developed over many decades in relation to fingerprints have been
ignored. The slippery slope from freedom to State control has been measured in
a few short years.

International travel

Before the early 1920s, documents such as letter from a patron were useful in
crossing national borders, but not necessary. The international passport system was
established in a climate of mass movements of displaced persons following World
War II. It became increasingly common for governments to demand documents
that evidenced a person’s nationality. Passports have since been converted into a
near-universal requirement for international travel.

Government agencies sustained the ‘managed hysteria’ opportunity presented by
the post-September 2001 terrorism threat in order to arrange parliamentary approval
for a raft of changes to the Australian passport scheme. These swept away decades
of case law, reduced the rights of citizens in relation to passports, and established a
new form of passport that embodies various technologies.

The new document includes a contactless chip, which contains at least the same
personal data as the printing on the document and the previous magnetic-stripe,
but in a form that is machine-readable provided that the reader has access to a
cryptographic key. There remain doubts about its security.

The legislation granted freedom to the Passports Office to implement biometrics, in
whatever manner it sees fit, subject only to convincing their own Minister of the day.
This was done in such a manner as to avoid even mentioning the word or concept of
biometrics. This represents an extraordinary delegation of power to public servants.

At this stage, the agency has implemented only a low-integrity scheme based on
so-called ‘facial recognition’ technology. The very probable failure of the scheme will
be available as an excuse to implement successive biometric schemes, progressively
creating a government-controlled pool of biometrics of Australians, available for
sharing with friendly governments and other ‘strategic partners’.

The biometric passport, coupled with the reduced rights, represent a leap in
the power of the State over individuals. The passport has been transformed into
a general identity document, with apparently enhanced credibility through the
inclusion of a biometric element. This creates the risks of wider permeation of
biometric identifiers, and of function creep towards use of passports in circumstances
other than at national borders. The ability of the agency to achieve the wide
and uncontrolled powers that it has, without so much as the pretence of public
consultation, augurs very ill for the survival of freedom of anonymous movement
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within the country’s borders.

Domestic travel

In general, identification has not been required in order to travel within free
countries in the past. Other than during World War II, public areas have almost
never been blocked to public access, although exceptions have arisen, such as the
occasional visits of security-hypersensitive US Presidents, that result in ‘lock down’
of segments of major cities and of major arteries in order to give free passage to
privileged ‘motor-cades’.

In the air travel industry, the practice grew up during the second half of the 20th
century of requiring that tickets carry the identity of the person they were purchased
for. The reason for this had nothing to do with security. It was an endeavour to
avoid the emergence of a secondary market in tickets, and hence ensure that all of
the revenue that could be extracted from air travellers went to the airline.

In recent decades, national security and law enforcement agencies have leveraged
oft the identification carried on air-tickets for commercial reasons, and sought to
impose a requirement for air-travellers to identify themselves. The US in particular
has created specific barriers not only against anonymous domestic air-travel, but
also against travel by individuals who appear to use the same name as a person of
interest (the so-called ‘no fly’ lists). This has led to quite ridiculous false positives,
including Yusuf Islam (once known as Cat Stevens), and US Senator Ted Kennedy.
The ‘no fly’ list has had many failures, yet very little success.

Anonymous travel has always been a feature of road travel, but this has been
seriously compromised by toll-roads that demand identified forms of payment. The
first was Melbourne CityLink, but three segments in Sydney have also recently
become identified-payment-only roads. The problem is compounded by the
‘public-private partnership’ nature of these ‘public infrastructure’ operations. This
seriously compromises data protections, because each has access to data properly
available only to the other, and the schemes impose criminal sanctions in respect
of civil matters.

There has also been plenty of scope for anonymity with public transport
ticketing, compromised only in such cases as long-term season tickets, typically
for a year, and in some cases for heavily-discounted tickets, particularly for people
with disabilities. Schemes that are currently being trialled (mostly unsuccessfully)
in N.S.W.andVictoria appear to deny a practicable anonymous option, and perhaps
any anonymous option at all.

These together conspire to create a context in which individuals can be tracked
and located through domestic transport infrastructure. In short, constraints are
being enabled that were hitherto only implemented in seriously un-free countries
like apartheid-era South Africa and the Soviet Union.

It is reasonable to expect that ‘control orders’, having survived the test of
constitutionality, may be a testing-ground for extra-judicial constraints on travel.
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Service denial

Many kinds of services involve positive discrimination, in that they are only
available to particular individuals, or individuals who satisfy particular eligibility
criteria. Typical of these are seniors’ discounts and disabled parking.

One form that has already been implemented on occasions is entrance
monitoring. For example, some individuals may be denied access to sporting or
entertainment venues, particularly fans / patrons who have previously exhibited
undesirable behaviour at that or a similar venue. It has been claimed that casinos
use so-called ‘facial recognition’ technology to detect problem gamblers banned
from the premises (including both those who are problems for themselves or their
families because they are compulsive, and those who are problems for the casino
because they are effective).

Mechanisms already exist whereby a great many services could be denied to
specific individuals. International travel is tightly regulated, and various categories
of people are denied access to it (e.g. the stateless, and those whose country refuses
to issue with a passport or ‘exit visa’, or whose passport has been withdrawn or
surrendered). In the USA, domestic air travel is denied to many people who either
refuse to provide evidence of identity or whose names are the same as names on
the ‘no-fly’ list. The increasing preclusion of anonymous travel on Australian roads
and public transport systems creates a vast array of possibilities for service denial.
So do the tight identification requirements in the financial services sector.

An Australian Government initiative in 2007 changed welfare distribution
mechanisms for aboriginals in the Northern Territory to limit the use of a substantial
proportion of the payments to specific categories of consumer items. It would have
been unreasonable to expect that the scope of negative discrimination and service
denial would be restricted to aboriginals. Any form of welfare payment may become
subject to diktat of such kinds. A Parliamentary Committee Recommendation
emerged within weeks of the N.T. legislation passing, proposing similar measures
for benefits-recipients with drug habits.

Many other possibilities exist. For example, security clearances, which in a few
short years have exploded from a narrow category of occupations to a vast array of
paid and even unpaid positions, can readily be used as the means for denying access
to locations and services.

|dentity denial

A turther step available to a powerful State is to deny a person legitimate existence.
The notion was pioneered by John Brunner’s “The Shockwave Rider’in 1975, and
popularised in a film in the 1990s, “The Net’. It has physical parallels in refugees
without documentation stranded in airports, and in the Pacific Island ‘solution’ for
‘boat people’.
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Owning identity- one or many- do we
have a choice?

Marcus Wigan

Oxford Systematics
Professorial Fellow, University of Melbourne

Abstract

Identity is the key to linking records and multiple identities are the key to maintaining
social functioning with appropriate anonymity, while retaining accountability. This paper
addresses these factors and adds the issue of ownership of one’s own ‘identity’. Collapsing
what are currently entirely legal multiple identities into a single identity through direct
or indirect digital means has implications for dataveillance and surveillance. The lack of
transparency in most such emergent developments amplifies an increasing asymmetry in
information between government and major organisations - and citizens, the subject of
this effect.

Keywords: identity, ownership, surveillance
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1 Introduction

The rapid growth of databases, biometrics and RFID and other identity related
technologies are approaching a critical mass as a potential means of controlling the
population. The critical aspects of these diverse technical advances are the links
between identity and existing and accellerating intensification of dataveillance
capacities. Taking one example: DNA databases are perhaps the most salient, but their
comprehensive application is still to materialise in terms of a critical contribution
on a large scale. The legal infrastructure to expand them more rapidly is already
within the capacities enabled by recent legislation, but the cost and complication
(and indeed vulnerabilities) in building such databases mean that at present we can
consider them as simply fresh opportunities for function creep. Salience, DNA might
have, but its high profile potential is dwarfed by the already present risks inherent
in the many other cross-linkages now being enabled directly. These links may be
direct (via formal data matching legislation) or indirect by rapidly expanded powers
ranging from authority to secretly monitor parties on a prospective (trawling) basis
creating assemblies of data from many sources. The linkages enabled by a “unique
identity’ are central to both direct and indirect means of data and physical surveillance.
Identity is now commonly publicly discussed and treated in legislation as if it were
a unique item. This supposition has many ramifications and impacts. One might
surmise that these were emergent — or intended: in either case the social impact is
not widely appreciated.

2 What is identity?

This is a basic question, and is assumed to be obvious. The classic Compact Oxford
English Dictionary (OED) (1984, p. 1368) definition is, after discussing sameness,
likeness and oneness:

1. The quality or condition of being the same in substance, composition, nature,
properties, or in particular qualities under consideration: absolute or essential
sameness; Oneness

2. The sameness of a person of thing at all times or in all circumstances; the
condition or fact that a person or thing is itself and not something else;
individuality, personality.

This definition demonstrates the ambiguity of the word. A clear distinction is
drawn in the dictionary between the various definitions and usages of the term
‘identity’ and the quite separate term ‘absolute identity’. Once again we profit from
examining the full version of this definitive work on language and find that the
confusions and asymmetric interpretations used for the word are just as varied as
the views on what identity comprises. The penetrating point made by the OED
authors is the choice of the phrase “in all circumstances.” This is the critical factor
that makes the verification of identity in one context assumed to apply to all contexts.
This is now the central issue.
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There are few situations where complete and definitive verification of identity
1s possible, and the tendentious term “Identity Card”; simply makes the implied
assumption that the token (the card) is indeed the person.This is actually a big step,
and one that has in the past considerably harder to do ‘in all circumstances’ than it
may seem.

“Identification” as a verb is the task that such tokens are aimed at addressing.
Again, identification for what? It is hard to find a case where the context does not
define the level of accuracy and reliability of the process of ‘identification’. Passports
are specifically intended and agreed upon as the relevant token for border crossing
(and in fact nothing else).Yet the idea of a passport as a high grade token for assertion
or verification of identity is almost irresistible as a simple means of establishing the
identity of a person in situations far removed from any border. The intrinsic value
of a passport as an identity token is explicitly exploited by hotels everywhere as a
means of securing payment from the client and to satisty police and surveillance
records. Function creep will always be with us.

The most common form of identity is one’s name, but as there may be many
with the same name the addition of a photograph provides additional discrimination.
Yet an original birth certificate showing only the name is also deemed to be a high
quality form of identity verification. There are clearly far more factors involved in
a ‘simple verification of identity’ than meets the eye, and the OED has long been
onto it.

In this paper we address the different factors that comprise identity in two
ways:

1. The ability to achieve an accepted ‘identity’ as oneself by the use of tokens

or other forms of associated factors

2. The level to which a restriction to a single token-certified ‘identity’ can or

should be used for all purposes.

Once these rather different common interpretations of ‘identity’ are appreciated,
there then becomes a clear need for multiple ‘identities’ sufficient for any specific
purpose (usually a transaction, access or an event) requiring an assumed reliable
association between a person and a token. Many situations require only a temporary
identity: a movie ticket is a simple anonymous example usually with a linkage period
requiring a simple identity association of a very short duration (ie the holder is
identified as authorized to enter the cinema: a very clearly defined context)— and
with no attributes to be linked to a specific person required: the holder gets entry,
non holders do not. Transaction completed. Others require stronger links to the
person and for longer. But it is clear that not only is there a working acceptance of
an ‘adequate’ verification of identity, but there is also recognition that not all events
or transactions require the same identity to be used.

A professional woman may continuously operate in her unmarried name, a
stage name, a nom-de-plume — or her husband’s surname in different circumstances.
There is no suggestion made that this 1s in any way a criminal or even dishonest
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behaviour. On the contrary, many authors, actors, police, psychologists, witnesses
etc all have valid and compelling reasons to be able to live under different identities.
In the case of family violence or witness protection the lack of any linkages is
imperative, sometimes for sheer survival. How is has it been possible to have multiple
identities in this way? Simply because if people undertake their legal responsibilities
with various bodies and the community this is a basic freedom — but this freedom
depends on trust and genuine security and credible security at that.

The Tax Office has long had taxpayers paying tax on activities illegal at the time
(prostitution being one example), and generated a solid reputation for keeping the
‘tax payer’ identity separate and unlinked to other forms of identity. The current
environment has dismantled these protections against linkage between legal multiple
identities both by data matching and by huge reductions in the constraints on a
range of public officers in many areas of state activity to access and link multiple
identities. This not only reduces the trust in these bodies, but also makes many people
vulnerable in new ways. Family violence victims and witness protection programs
are now not the only ones at risk. The pressures to eradicate multiple identities
are associated mainly with eftorts to link different forms of real time and recorded
data and associate it with each individual for efticiency in establishing identity, and
over time to build a cumulative and increasingly cross-linked picture of the person
or thing (‘entity’) concerned. Tracing of behaviour, movements and characteristics
and location of animals serves a similar purpose in scientific studies. Treating people
as animals to be traced continuously wherever they go and whatever they do is
an interesting perspective which is a disturbing facet of iiberveillance (Michael &
Michael, 2006),and emphasizes the potentially dehumanizing aspects of asymmetric
information secured and held by anonymous third parties.

3 The basis of identity verification

The eftorts to make a token identical to a person are now mediated by computers
and communications where a single tag or number enables a person to be the subject
to both intentional and generally undirected data trawling and integration.The results
of such trawls come up with links between people and activities but are vulnerable
to data quality, and other processes which may have been done for quite different
purposes. The issue of an initial verification of identity (say for a national ID card)
is one of data quality, and this is an expensive commodity. The processes outlined
for both the UK and the Australian national identity cards under consideration
have huge holes in them. These include the limited basis for verification before a
person 1s approved as having demonstrated their own identity, and the very limited
time allowed in most planning for such systems for this task to be executed. In the
Australian system it is proposed that a brief training of Post Oftice workers will
suftice to execute this in a few minutes.

For some a completely documented life record is easily supplied, but for others
even securing people who have known them by sight and joint activities will be
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a real problem.Yet once the ID is issued it is assumed to be the unique identifier
linked to the person in some real way. This will inevitably corrupt the ID database
from the very start. This means that false positives will be widespread not only for
the person involved but other parties who have met ‘higher’ standards of verification.
This is an easily accepted argument but is very misleading. Personal knowledge of
a person covers many difterent attributes than simple appearance, yet a passport or
driver licence with a photo ID on it is regarded as ‘more reliable’. This is in spite
of a large volume of evidence that people are very poor at matching photos to the
relevant individual, as indeed are biometric facial recognition techniques at this
point.

So how do we assess these issues? As the major reason for government pressures
for ID uniqueness, matching tokens is essentially to facilitate management and
control of the population by longitudinal and cross-sectional linkages. The rhetoric
1s to confirm right to access some location or service, or to be able to undertake a
transaction but this introduces a fundamental asymmetry in the relationship: false
negatives in token matching deny access to those with the rights to them, with
absolutely no penalty to government at all while false positives allow such access
and also contaminate the records of others thereby in both cases disadvantaging
the population as a whole. This basic issue of a single ‘do all” identity is simply not
understood by many. This is not uncommon in cases of non-transparent information
asymmetries between governments and the population as a whole. It is however
an area where governance and identity interact. A complementary view on some
of these issues is given by Clarke (1994) but the over riding social aspect of such
mappings onto a single unique (and indeed easily copied) digital identity is that of
the inevitable denials of service, and most likely to those most in need of them as
these are the people who will tend to have most difficulty in establishing their own
identity in the first place.

4 Other mechanisms

In non-governmental interactions trust is a major feature of transactions, and a
recommendation, an introduction or even a simple referral can be quite sufficient
for most transactions. However, trust does not figure highly in everyday transactions
with governments or large organisations. This links governance to transparency in
the mediation of such interchanges requiring identity. Efficiency and cost savings
are major drivers in the long-standing bureaucratic thrust towards universal unique
identification. The role of trust in government surveillance in the United States
was discussed by Staples (1997) four years before the cultural shifts following the
destruction of the World Trade Centre. He argues that:

The movement to a post modernist culture of corrections is one of
normalising social control over all aspects of life - fit the power inequity
aspects of privacy measured by others (p. 128).

A society in a culture of surveillance, a society of judges exercising the
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power to punish everywhere, a society increasingly lacking in personal
privacy and individual trust and a viable public life that supports and
maintains democratic values and principles (p. 129).

Were it not for function creep and the opportunistic approach of enforcement and
other dataveillance and surveillance bodies, there might have been a high integrity
medical ID card in Australia by now: yet this is one of the declared objectives of
the Australian governments ID card initiative which has been described as carrying
out many further functions from the start: demonstrated function creep before the
system 1is even properly designed. The trust factor is still largely there between the
community and the medical professions. Medical administration roles in handling
and linking such data is not usually seen as part of the patient-doctor relationship.
There are also asymmetries of information holding between doctors themselves
is a consequence of the ownership of patient records by the doctor that treats the
patient. These may be seen as barriers to efticiency or as good faith in very private
information held in trust — or, as is now increasingly the case in other fields, valuable
commercial micromarketing data.

In summary, identification is clearly contextual, and eftorts to move towards a
unique token as formal ID can be seen to automatically trigger issues of governance,
transparency and trust. This perspective appears to replicate many of the aspects
of the original Australia Card, the current Australian and UK ID card debates, but
moves it on from the purely political aspects of power assertion to the mechanisms
we have discussed.

5 Implementing identity

So far we have avoided discussing the meaning of the tokens that are used as
proxies or in support of identity establishment or verification.This now needs closer
examination, as there may be many tokens associated with a single identity even
when the individual is using one of several multiple identities. A digital identity is an
assemblage of token (‘identifiers’) that describe that identity. One person may have
many personas (or operating or perceived identities) but for any particular function
or transaction requiring the establishment of an identity for a specific purpose or
occasion, there are usually only a few identifiers used, and these may not be the
same for transactions with another body or organisation.

In the contemporary, complex and high-paced world, organisations seek
to manage identities on the basis of their digital identities. The quality of the
management will reflect the quality of the digital identity. But that will vary
enormously depending on the usual data quality characteristics (accuracy, precision,
completeness, timelines, etc.), and especially on the quality of the acts of associating
data with identities. This leads us to the concept of a digital identity, which comprises
solely a set of data associated with a specific person or thing. This set of data is
assumed to be an accurate representation of the person or thing (the generic term
for this is ‘entity’, and is a physical item or person). There is a special set of digital
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data that 1s associated directly with an entity. Examples are:

* in the case of a person, biometrics;

* in the case of a person or thing, embedded RFID chips etc.

In such cases the entity is its own identifier, and this is invariant on circumstances
or situations requiring identity establishment or verification.

Organisations are seeking to manage entities on the basis of their digital entities.
The quality of the management will reflect the quality of the digital entity. But
that will vary enormously depending on the usual data quality characteristics, and
especially on the quality of the facts of associating data with entities. If biometrics
prove to be practicable in enough settings, the quality of digital entity may be higher
than could ever be the case with digital identity. The impact and implications are
far more drastic, however, because the level of social control that can be achieved
will chill individual behaviour, social discourse, economic innovation, and political
thought and speech.

This qualitative difference between intrinsic (entity bound) identifiers, which
stay the same for all circumstances, leads to an automatic deletion of multiple digital
identities, as such a unique key to a person is virtually irresistible to both commerce
(know your customer and tailor services to there their known wealth or other
accumulated identifiers integrated over time), and to government for cumulative
comprehensive population tracking and surveillance).

6 Links between surveillance and identity

There s little difference in principle between:

1. An anklet with a GPS tag that is fitted to a prisoner to constrain his or her
location, and to allow real-time monitoring as well as historical tracking of
all his or her activities, and;

2. An RFID location and access control badge that must be work worn to work
to access or move about a specific building or area;

3. An injected RFID chip to allow repeat Club patrons to be allowed to enter
the premises- and of course potentially to be monitored by other detectors.

The real difference is the voluntary nature of some of these identifiers (injection

of an RFID chip) and the nature of the usages made of the data stream that
follows: voluntary or not (intrinsic identifiers such as biometrics or DNA are not
voluntary).

Context is all. As long as the context is the domain solely, of say a Club premises,
then multiple identities are still possible outside that domain — but if this unique tag
(or biometric) is accessed by other organisations, then (in the case of biometrics) an
indelible trail is cumulatively created: one that can be readily extended backwards and
well as forwards, and over many organisation both prospectively or historically.

This process is the collection of a surveillance data set. The links between
surveillance and identity depend critically on the tokens or identifiers used to
establish identity. Persistent identifiers specific to the person or thing (entity) make
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it very difficult to avoid function creep.

The scope of intrinsic identifiers 1s global, the differences are in the ease or
otherwise of securing them. As costs drop in securing and converting intrinsic
identifiers then the application widens rapidly. DNA databases used to be collected
solely from criminals, but are now routinely collected from suspects who may be
innocent. Function creep has already occurred with the general public in the area
of an event now having their DNA required as prospective scanning and profiling
tool with the data being retained to build on ever expanding databases. In whatever
way it proceeds and under whatever guise, such libraries of intrinsic identifiers can
only grow and expand.

National ID cards are specifically designed to make this possible. There is no
need for automatic ticketing cards to include high grade identification, but the
emergent practice is that it will be. The anonymous token (paper ticket) simply
does not provide enough marketing and trace information for the various parties,
commercial and enforcement, seeking it as a by-product of your purchase and use
of a right to travel from A to B.The days of anonymous travel or movement are
numbered.

As such cumulative records emerge, then the existence and use (let alone the
well documented tendency for abuse) of surveillance data will aftect the social
space of all the surveillance subjects (ordinary citizens). Such constraints on social
space have a disproportionate effect on individuals who need to live with multiple
identities (or to have to alter) their identities.

The only way to conserve the existing legal right to operate using multiple
identities is to require a privacy audit of all systems and digital tokens used. This is
quite evidently not in the interest of many parties seeking such surveillance and
retrace capacities, and, as a result is highly unlikely to occur. Abuse, as is so well
documented already, (e.g. Independent Commission against Corruption, 1992) will
occur- and both the social space with be reduced and the security of individuals
concerned will become at greater risk as a result. The shrinking of social and physical
space has already been observed. As a result of the intrusive and extensive biometric
data capture and distribution at the borders, there are numbers of people who have
simply stopped travelling on routes that require entry to the USA.

/ Collapsing identities

The surveillance aspects of digital identity tracking also lead to a substantial
contraction of the social and transactional spaces that people can use. Examples are
already plentiful. CentreLink requirements for identity documents from the very
groups most likely to not ever have had them, simply are a plausible and defensible
means of denial of access. Currently the tests required to establish identity include
known persons and other normal social means of adequate identification for the
purpose in hand but once unique (or quasi-unique) digital identity tokens are held
by all, then there will be two major eftects:

Page 68



The Second Workshop on the Social Implications of National Security

1. Such low grade data entering the system as many simply will not have the
levels of documentary ‘evidence’ of their identity (leading to both positives
and false negatives in the use of the supposedly unique digital identity), and
a general reduction of the integrity of the whole system

2. Lack of the token will enable denial of service.

It is clearly necessary to introduce a concept of Contextual Sufficiency into
identity establishment. This has been in the past implied in almost all transactions,
but will be lost if all one’s identities are required to be collapsed into one via the
existence of a unique identifier; and if this is a biometric, the contextual variations
and relaxations will be lost. Once the principle of contextual sufficiency is lost,
then validation failures and multiple matches will have pervasive and widespread
negative effects on individuals- and this will not be restricted to those with a major
need for multiple identities right now.

The marked increase in information asymmetries between the observed and
the observers will require compensating social action. One essential action must
be the removal of politicians exemption from privacy laws applied to their data
collections. Other less obvious steps will be needed as well to provide transparency
and accountability for linked or potentially linkable information resources. Brin
(1998) discusses an interesting highly speculative but stimulating case of full symmetry
of information between the surveillers and the surveilled. If only such a scenarios
could be realistically envisioned, let alone implemented, but it goes against the
pervasive enforcement organizations and political structures in most present cultures
and societies.

It 1s clear from public debate that the pervasive impact of collapsing identities
to one for each person introduces many restrictive and disturbing side effects
and vulnerabilities. These will grow with time, rather than diminish, due to the
retrospective matches that will become possible.

8 Ownership of identity

As almost all tokens of identity are now handled in a digital form, operational
identity is becoming a bundle of data items. Who owns these? The current TRIPS
(trade-related aspects of intellectual property rights) protocols of the World Trade
Organisation (WTO, 2007) is very clear on this:

1. Assemblages of public data have copyright in that collection, and:

2. Such assemblages may be created automatically by a computer and still retain

a copyright.

So if an organisation or organisations make the effort to collect data about
you that can be linked via intrinsic identifiers in a digital form, not only will they
own the digital form of the identifiers but also the full set of tokens the comprise
your digital identity. The Government asserts copyright over public information
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and extracts a monopoly rent for it." How profitable it will be to own peoples
own digital identity. As this is clearly what is implied by the current database and
copyright law. In a real sense you will then not own your own identity. A highly
valuable commodity, as identity theft is now demonstrating. Only here it is not the
transaction done in your name but the very data that comprises your own identity
that is alienated from you.The potential for this outcome was discussed at the time
of the TRIPS negotiations by Wigan (1992).

9 Conclusion

The growing use of digital identifiers takes on a very special set of social impacts
if collapsed by the wide sue use of biometrics and especially with ID cards linked to
biometrics, however unreliable. Once identity becomes the presentation of a digital
dataset, then the very ownership of ones own ‘identity’ then comes into question.
While this may not prove to be a problem, the collapsing of our daily multiple
identities into one has far wider implications than are immediately obvious. This
paper has simply introduced a few of the implications. The term tberveillance is
correctly applied to the combination of powers and asymmetries and consequences
of these trends.
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Abstract

If surveillance is potentially seen as unfair, then it is predictable that its proponents will
use a number of methods to reduce public concern: cover up surveillance activities, devalue
targets and opponents, offer plausible interpretations for actions, use official processes
that give an appearance of fairness, and intimidate and bribe targets and opponents.
Opponents of surveillance can be more effective by being prepared for these tactics and
working out ways to counter them.
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1 Introduction

Over the years, many people have opposed surveillance, seeing it as an invasion
of privacy or a tool of social control. Dedicated campaigners and concerned citizens
have opposed bugging of phones, identity cards, security cameras, database linking
and many other types of surveillance. They have lobbied and campaigned against
abuses and for legal or procedural restrictions. Others have developed ways of getting
around surveillance.

In parallel with resistance, there have been many excellent critiques of
surveillance, exposing its harmful impacts and its role in authoritarian control (e.g.,
Dandeker 1990; Gandy 1993; Garfinkel 2000; Holtzman 2006; Lyon 1994, 2003;
Marx 1988; Murray 1993; Rosen 2000). However, comparatively little is written
about tactics and strategy against surveillance. Indeed, social scientists have little to
say about tactics and strategy in any field (Jasper 2006: xii-xiii). My aim here is to
present a framework for understanding tactics used in struggles over surveillance.

Actions that are seen to be unfair or to violate social norms can generate outrage
among observers (Moore 1978). Nonviolence researcher Gene Sharp (1973: 657-
703) found that violent attacks on peaceful protesters — something that many people
see as unjust — could be counterproductive for the attackers, generating greater
support for the protesters among the protesters’ supporters, third parties and even
the attacking group. Because of this potential for attacks to be counterproductive,
attackers, by design or intuition, may take steps to reduce possible outrage. By
examining a wide range of issues — censorship, unfair dismissal, violent attacks on
peaceful protesters, torture and aggressive war — a predictable pattern in tactics can
be discerned: perpetrators regularly use five sorts of methods to minimise adverse
reactions to their actions (Martin 2007).

1. Cover-up: the action is hidden or disguised.

2. Devaluation: the target of the action is denigrated.

3. Reinterpretation: plausible explanations are given for the action.

4. Official channels: experts, formal investigations or courts are used to give an

appearance of justice.

5. Intimidation and bribery: targets and their allies are threatened or attacked, or

given incentives to cooperate.

This is called the backfire model: when these methods are insufficient to dampen
public outrage, the action can backfire on the perpetrator. However, backfire is rare:
in most cases, the methods work sufficiently well to minimise outrage.

Consider an example different from surveillance: police use force in arresting
someone. This has the potential to cause public outrage if the force used is seen
as unnecessary, excessive or vindictive. Police in these circumstances regularly use
one or more of the five methods. If possible, they undertake the arrest out of the
public eye. They refer to the person arrested as a criminal or by derogatory terms.
If challenged, they claim arrestees were resisting and that using force was necessary
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and carried out according to protocol. They refer those with grievances to official
complaints procedures, which almost always rule in favour of the police. And they
may threaten the arrestee with criminal charges should they make a complaint
(Ogletree et al. 1995).

On 3 March 1991, Los Angeles police arrested a man named Rodney King, in
the course of which King was hit by two 50,000-volt tasers and beaten with metal
batons more than 50 times. This arrest would have gone unnoticed except that
George Holliday, who lived nearby, recorded the beating on his new videocamera.
When footage was shown on television, it caused a massive public and political
reaction against the Los Angeles police. Holliday’s videotape cut through the normal
cover-up and allowed viewers to judge the events for themselves, overriding the
police’s interpretation of the events and the media’s normal police-sympathetic
framing (Lawrence 2000). Nevertheless, in the ensuing saga the police and their
supporters used every one of the five methods of inhibiting outrage — though,
unusually, in this case their efforts were unsuccessful in preventing a huge backlash
against the police (Martin 2005).

Tactics for and against surveillance can be analysed using the same framework.
The foundation for public outrage is a sense of unfairness. This is certainly present
at least some of the time: people may see surveillance as an invasion of privacy (as
with hidden video cameras), as a tool of repression (as in monitoring dissenters) or
a tool of exploitation (as in monitoring of workers). The very word “surveillance”
is a tool in opposing it, because the word has such negative connotations.

A sense of unfairness is not inherent in the act of observing someone or
collecting and analysing data about them. People’s sense of unfairness is the subject
of a continual struggle, with privacy campaigners trying to increase concern and
purveyors of surveillance techniques trying to reduce it. Methods to inhibit or
amplify outrage are used within the prevailing set of attitudes and in turn aftect
those attitudes.

Given that some people see surveillance as inappropriate, unfair, dangerous or
damaging, there is a potential for resistance and hence it is predictable that one or
more of the five methods of inhibiting outrage will be deployed. In the remainder
of this paper, I look at each of the five methods of inhibiting outrage and ways to
challenge these methods.

The five-method classification used here is a convenient framework for
examining tactics for and against surveillance. To use this framework does not require
actors to be consciously engaging in a struggle, as many are simply reacting to the
circumstances in which they find themselves. For those who are concerned about
surveillance, though, it 1s useful to think in terms of tactics and strategies.

2 Cover-up and exposure

Surveillance is commonly carried out in secret. When people don’t realise it’s
happening, they are far less likely to become concerned about it. The secrecy
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covering surveillance is part of a wider pattern of government and corporate secrecy
(Roberts 2006).

Political surveillance of individuals is normally done surreptitiously. Bugs are
installed in residences; telephones are tapped; remote cameras record movement;
police in plain clothes observe at a discrete distance. There 1s an obvious reason for
this: targets, if they know about surveillance, are better able to avoid or resist it. But
secrecy 1s maintained beyond operational necessities: in most cases, the existence
of surveillance is kept secret long afterwards, often never to be revealed. Exposures
may require exceptional circumstances (Marx 1984), such as the collapse of East
Germany’s communist regime or the “liberation” of FBI files at Media, Pennsylvania
in 1971 by the Citizens’ Commission to Investigate the FBI (Cowan et al. 1974).
When surveillance 1s exposed, for example FBI surveillance of individuals such as
Martin Luther King, Jr. and John Lennon, it can cause outrage. The revelation that
the National Security Agency had been spying on US citizens since 2002 caused a
massive adverse reaction.

Employers sometimes do not want to tell workers they are being monitored,
when there is a possibility this may stimulate individual or collective resistance. (On
other occasions employers are open about monitoring, when this serves to induce
compliance.)

Under the US Patriot Act, the FBI can obtain secret warrants to obtain records
from libraries, Internet service providers and other organisations. The organisations
subject to this intrusion cannot reveal it, under severe penalties. This draconian
enforcement of secrecy serves to reduce personal and popular concern about
surveillance, for example when the Patriot Act is used against non-terrorist groups
such as antiwar protesters.

In some cases, surveillance becomes routinised, so cover-up is less important. In
many areas, camera monitoring is carried out openly: it is possible to observe oneself,
on a screen, walking into a shop. On the other hand, some forms of surveillance are
hidden so eftectively that they are completely outside of most people’s awareness,
for example collection of web data, meshing of database files, police checks on car
licence numbers and recording of bank transactions.

The importance of low visibility in enabling surveillance to continue and expand
1s apparent through a thought experiment: imagine that you received, at the end
of every month, a list of instances in which data had been collected about you, by
whom and for what purpose. Imagine knowing whether you had been placed on
a list to be denied a loan or a job.

Exposing surveillance is crucial to challenging it. Exposure requires collection of
information, putting it into a coherent, persuasive form, providing credible backing
for the evidence, and communicating to a receptive audience. Sometimes a single
person can do all of these steps, collecting information directly and publishing it
on the web. Normally, though, a chain of participants is involved, for example an
insider who leaks documents, a researcher who prepares an analysis, a journalist
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who writes a story and an editor or producer who publishes it. Campaigners help
in exposure, as with Privacy International’s Big Brother Awards for organisations
with bad records in threatening privacy.

3 Devaluation and validation

If a person is perceived as unworthy, then people don’t get as upset when bad
things are done to them. Executing an innocent person is seen as outrageous;
executing a serial murderer elicits less concern. The inmates of the US prison at
Guantanamo were portrayed as the “worst of the worst”; abrogating the civil rights
of people painted as terrorists was accepted by much of the population, at least
initially.

It 1s to be expected, therefore, that proponents of surveillance will denigrate
targets as a means to justify their operations. Three popular labels for targets of
surveillance are criminals, terrorists and paedophiles. Who could be opposed to
fingerprinting welfare recipients if it prevents cheating? Who could be opposed to
monitoring of emails or cameras on every street corner if it helps deter paedophiles?
Furthermore, devaluation is extended to those who oppose surveillance, who are
said to be defending criminals, terrorists and paedophiles.

The trite expression “If you have nothing to hide, you have nothing to fear” is
built on an implicit devaluation: if youre concerned about privacy and surveillance,
you must have something to hide, which implies youre guilty and devious (Marx
2007). Therefore, surveillance seems to be justified.

One way to challenge devaluation is to emphasise the essential humanity of
every individual. A powerful way to do this is to make targets human, by using names,
photos and personal details. Australian David Hicks was incarcerated without trial
at Guantanamo for over five years without trial, and stigmatised by the Australian
government as a terrorist. Opponents of Hicks’ treatment were eventually able to
generate concern, using photos of Hicks to make him appear as an ordinary person.
Hicks’ father Terry spoke out on his behalf, as did his US military lawyer Michael
Mori: having valued allies helps counter devaluation.

The same principle applies to validating targets of surveillance. Personal stories
of individuals subject to political surveillance are potent tools for validation. For
example, Penn Kimball (1984) in his book The File poignantly tells of discovering
spy agency files about himself in 1978, three decades after they were initiated on a
flimsy pretext. The 2006 German film The Lives of Others encouraged the viewer
to identify with the targets of East German political surveillance and with the Stasi
agent who came to sympathise with them. Personal stories of innocent victims of
surveillance gone wrong are similarly powerful. A few people will respond to abstract
arguments about human rights; many more will respond to personal stories. George
Orwell’s novel 1984, a powerful portrait of a dystopian future, uses the personal
story of Winston Smith to make larger political points.
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4 Interpretation struggles

Proponents of measures that increase surveillance typically provide a justification,
often in terms that resonate with widely accepted values. Identification of vehicles
is to monitor traffic, detect lawbreakers or collect congestion fees; compilation of
corporate databases is to increase efficiency and provide better customer service;
cameras are to prevent crime; identity cards are to reduce fraud; baggage checks
are to prevent terrorism. The most effective justifications have an element of truth,
sometimes quite a large element.The increase in surveillance is simply a by-product,
deemed insignificant and unproblematical.

Proponents typically exaggerate the effectiveness of measures. One powerful
way to do this is to treat effectiveness as self-evident. Cameras on public streets
deter crime, of course.Who could doubt it? Seldom is empirical evidence provided;
perhaps little is collected or sought. This is an especially potent technique because
it doesn’t require the public to trust what authorities say, because members of the
public are the ones drawing the conclusion. Airline travellers who, in order to fly,
tolerate pointless checks through bags and removal of fingernail files and nail clippers
may not question the assumption that such measures are deterring terrorists.

Proponents seldom discuss alternative ways of accomplishing the same goal.
An alternative approach to aircraft hijackings is to train passengers in how to
communicate with each other and organise to overcome terrorists, as occurred
spontaneously on 9/11 United Airlines flight 93 (Scarry 2003). This approach
involves trusting passengers and increasing their awareness and skills rather than
treating them as potential terrorists. It is seldom mentioned by government
authorities, who focus exclusively on measures that give agencies greater power.
Radical alternatives are seldom articulated. Rather than keep extensive records on
poor people to prevent them cheating on welfare, an alternative is to increase the
level of free distribution. For example, free or low-cost food could be provided to
anyone who wants it, an expansion of current welfare services. This would reduce
the need to monitor individuals.

Problems with surveillance systems are typically said to be rare or non-existent.
Sometimes, though, surveillance abuses are publicised, for example cases in which
someone has been denied a loan due to incorrect information on a database. These
are explained away as rare mistakes. Then there are the systemic abuses, such as the
illegal selling of information from databases — for example those held by police
— to private investigators and others. These are commonly attributed to rogue
operators. The system of information collection is not blamed.

In summary, proponents of surveillance typically provide a plausible justification
for measures, exaggerate or simply assume their effectiveness, ignore alternatives
and explain away abuses as rare events due to rogue elements.

Opponents of surveillance have challenged every one of these interpretative
techniques. Most importantly, they have highlighted the potential of existing
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or potential systems to increase unnecessary and damaging surveillance. They
have challenged claims or assumptions about eftectiveness. They have proposed
alternatives. And they have argued that abuses are symptoms of flawed systems.

One of the key elements of interpretation struggles is the language used.
Proponents of intrusive measures almost never use the word “surveillance.” For
example, cameras are called security cameras, not surveillance cameras. What about
opponents? It is common to refer to use the language of “privacy,” which resonates
with people’s concerns about the sanctity of private life. But privacy rhetoric has
disadvantages, in particular that it is personal in focus, whereas surveillance is largely
an institutional practice (Stalder 2002).

John Gilliom (1994) analysed the arguments used for and against compulsory
drug testing in US workplaces in the 1980s. Proponents justified testing mainly in
terms of safety at work, the drug problem generally and the productivity of drug
users, whereas opponents mainly cited privacy followed by legal rights, testing error
and other concerns, of which surveillance was mentioned by only a few. Gilliom
argues that rights discourse was limited because the law is constructed to serve
the powerful, and improvements in drug test methods addressed concerns about
errors while allowing the testing to continue. The implication of Gilliom’s analysis
1s that opponents’ choices of arguments against testing can have a major influence
on the success of opposition generally, because arguments lead to particular ways
of challenging testing — including legal methods, a form of official channel.

5  Official channels

Courts, ombudsmen, grievance procedures and formal inquiries are examples of
official channels. Many people believe that these provide justice. They do in quite
a few cases, but when the perpetrator is far more powerful than the victim, official
channels typically give only an illusion of justice. For example, some people who
speak out in the public interest are nominally protected by whistleblower laws,
but in practice these laws provide little or no protection (De Maria 1999). Official
channels are typically slow, focused on procedural technicalities, dependent on
experts (such as lawyers) and keep matters out of the public eye. They are the exact
opposite of using publicity to mobilise public concern. Regulatory agencies for
protecting privacy fit this mould.

Some opponents of drug testing in US workplaces took cases to courts, some
of which opposed testing. However, the Supreme Court supported testing, so the
legal approach failed overall (Gilliom 1994). Along the way, it soaked up a large
amount of money and effort, took a long time, distracted energy away from other
opposition options, and enabled proponents to achieve an authoritative legal opinion
in favour of testing.

In Australia, the Privacy Commissioner, a government-funded office, can
receive complaints and make judgements. But its role is severely constrained. The
Commissioner has to operate within the current law, which for example does not
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cover private sector uses of information. As soon as the law is changed, for example
to allow another type of database matching, the Commissioner must accept this as
the new framework for judging privacy concerns. Furthermore, the Commissioner
cannot do much to oppose any practices that it judges to be violations. Anyone
who looks to the Privacy Commissioner for relief from actual invasions of privacy,
or to halt a new practice, is likely to be disappointed (Davies, 1996).

In most countries, government agencies charged with protecting privacy have
been ceding ground for decades. There are some legislative and administrative
constraints on surveillance, to be sure, but agencies provide little for anyone seeking
redress. If you know or suspect that your employer has been monitoring your
email, that your telephone company has been releasing logs about your calls or that
information about your purchases is on a corporate database, you can approach any
number of agencies, most likely to find out that either the practice is legal, that you
have no right to know, or that no information is available to you.

There are many people working in or with agencies who are dedicated to the
public interest. The problem is not motivation but the role of agencies in the social
structure: they are given limited mandates and inadequate funding, must operate
according to bureaucratic regulations and have little or no capacity to initiate
significant change. They can be simply overwhelmed by contrary forces, such as
the post-9/11 war on terror. Finally, a really effective agency, that gets in the way
of powerful interests, is likely to have its funding cut or mandate restricted.

The implication is that opponents of surveillance should not look to official
channels as the solution. Stronger laws and well-funded oversight bodies can be
worthwhile, but it is a mistake to put too much energy into promoting them,
especially because reforms can so easily be rolled back (Olmsted 1996). Increasing
public concern should be the primary goal, and that means publicising the issues,
gaining supporters, building alliances and developing campaigns. If these eftorts are
effective, it is likely that governments will create or bolster official bodies to try to
convince people that the problem is well in hand.

In 2005, the British government introduced the Serious Organised Crime and
Police Act, which includes a provision requiring protesters within one kilometre
of Parliament Square to obtain a permit, a requirement that allows files on radicals
to be compiled. To even wear a T-shirt with a slogan requires a permit. Activist
comedian Mark Thomas (2007) promoted “Mass Lone Demos” by thousands of
people with diverse causes, for example some opposing the Iraq war and others
whimsically opposing the month of February, overloading the police with permit
requests and making fun of the law.

6 Intimidation, bribery and resistance

Surveillance measures can be intimidating: no one likes to imagine that their
conversations and actions are being recorded. Having one’s photo and fingerprints
taken by a government body can be humiliating and stigmatising. Intimidation
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serves to reduce expressions of resistance. Local critics of surveillance abuses are
likely to come under increased surveillance themselves, rather like the way peace
activists can end up on US government no-fly lists. (Prominent critics may be a
bit safer, because surveillance of them, if discovered and disclosed, could generate
more publicity).

There i1s also a parallel process of encouragement to go along with intrusive
measures. If you supply your identification card, you have access to government
services. If you allow cookies, you have access to certain websites. If you allow your
licence number to be recorded, you can drive on certain roads. Surveillance often
comes along with benefits. Accepting the benefits creates a psychological debt: a
greater willingness to accept surveillance.

To oppose surveillance, there need to be some people willing to resist. Insiders,
with knowledge of abuses, can leak information to public critics. Investigative
journalists can probe political surveillance. Citizens can expose what has happened
to them.This is resistance aimed at mobilising wider awareness of surveillance and
its damaging effects.

Many individuals attempt to avoid or disrupt surveillance, for example by
giving incorrect information on forms, joining campaigns against identity cards,
or damaging speed cameras. If actions are widely taken up, they can have a major
impact and can stimulate development of new methods of resistance. Using and
promoting encryption is an example. If everyone puts some encrypted files on
their computer and sends occasional encrypted emails, even if they have nothing to
hide, this makes it harder for snoops to determine who is worth watching. This is
especially important in repressive regimes, where use of encryption might be seen
as implying subversive activities. Struggles to enable access to encryption technology
are a vital part of resistance (Schneier & Banisar 1997).

Gary Marx (2003) has distinguished 11 difterent types of individual resistance to
surveillance, for example avoiding detection, blocking intrusive measures, refusing to
provide information,and encouraging surveillance agents not to enforce regulations.
He gives examples of each type of resistance and argues that there will be an ongoing
struggle between controllers and resisters, with total control being unrealisable.

Methods of intimidation are often linked to cover-up. Beginning in the 1970s,
CovertAction Information Bulletin challenged secret agencies by exposing the identities
of undercover CIA agents; in response, the US Congress in 1982 passed a law against
this. This law later led to a giant scandal when government officials revealed the
identity of CIA agentValerie Plame in reprisal against her husband Joseph Wilson for
questioning false claims used to justify the 2003 invasion of Iraq (Wilson 2005).

This case suggests that data-gathering can sometimes be turned against powerful
groups. Normally, the groups that instigate and run surveillance systems, such as
politicians, employers, top bureaucrats and spy agencies, are not equally subject to
the techniques they use against others. For example, employers may monitor workers
but workers are seldom able to monitor employers to the same extent. Collecting
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data about the rich and powerful, putting them on a par with others, challenges
and deters intimidation. In other words, if the rich and powerful want surveillance,
then make sure the searchlight is turned on them as well as others.

7 Conclusion

In order to gain insight into struggles over surveillance, it is useful to analyse
the methods typically used by perpetrators of perceived injustice to reduce outrage
over their actions. The promoters of surveillance commonly hide their operations,
denigrate the targets and critics of surveillance, give plausible justifications for
operations, set up oversight bodies that have little power to challenge anything more
than minor violations of regulations, intimidate opponents and provide incentives for
cooperation.To refer to “promoters of surveillance” and describe their methods does
not imply any conscious intent on their part: many of them do not see themselves
as promoting surveillance, but rather as cracking down on crime, providing better
consumer service or increasing the efficiency of service systems: they believe in their
own interpretations of what is happening. Likewise, to speak about the methods
used to reduce outrage need not imply any conscious strategy: these methods are
simply intuitive or obvious ways to reduce opposition.

The value of looking at methods used by promoters of surveillance is that it
gives guidance for opponents. Some of these are fairly obvious, including exposing
abuses and explaining what 1s wrong with surveillance. Others are less so, in particular
being sceptical of ofticial channels and instead mobilising support. Over the decades,
many critics of surveillance have advocated stronger regulations, yet these have
been regularly superseded by new technologies, overturned by emergency powers,
undermined by loopholes and made hollow by weak enforcement. According to
the model used here — reflecting studies of a wide range of domains — relying on
regulations is seriously flawed: to a considerable extent, it gives only the appearance
of dealing with problems, dampening public concern while allowing developments
to continue.

To challenge surveillance, according to the framework used here, public outrage
needs to be fostered in a range of ways. The model gives guidance for actions that are
likely to be effective, but it does not say who will or should take action. Dedicated
opponents have too often been overwhelmed by the forces promoting surveillance.
In such circumstances, even the best tactics may be inadequate.

Nevertheless, it is far too soon to lose heart. Many other social movements —
against slavery, for women’s emancipation, against environmental destruction — only
gained widespread support after decades or centuries of exploitation and damage.
Surveillance may become more ubiquitous and insidious, but there remains a strong
reservoir of public concern about privacy,autonomy and freedom.Today’s critics and
campaigners are laying the basis for a future challenge to emerge. Understanding
tactics can help make that challenge more effective.
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Abstract

This paper applies a commercial analysis to the operation of Australia’s interception
powers in practice, drawing on the experience of the authors in advising operators in this
area. The Blunn Report, the recent passage of legislation which permits access to stored
communications and the introduction of further amending legislation in 2007 are indicative
of the dynamic and increasingly intrusive nature of lawful interception and access powers.
This paper discusses the current framework for the interception of stored communications
and argues that short message service messages and most instant message services are
not caught by the current legislative drafting. The paper shows that despite this drafting
deficiency, carriers are responding to stored communications warrants as if the services
were capable of lawful interception. The paper goes on to critically assess the recently
introduced Bill in terms of the implications for operators in this area and the extent to
which the rationale for such change has been clearly espoused. We examine the interaction
between the Attorney-General’s Department and the relevant policy and regulatory actors
in the telecommunications sector. We conclude that the Australian telecommunications
legislative and regulatory regime, with its emphasis on industry self-regulation, is being
subsumed by the objectives of the Attorney-General’s Department and that operators in
the sector are responding to the spirit, but not the letter, of the law which facilitates lawful
interception and access.

Keywords: lawful interception, stored communication, SMS, instant message, reasonable
assistance
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1 Introduction

This paper takes a practical approach to the activities associated with lawful
interception of both telecommunications and stored communications under the
current legislative regime. Whereas lawful interception of voice communications has
been practised for many years, there is an increasing demand from law enforcement
agencies for access to other forms of communication. In 2006, this led to
amending legislation which permitted appropriate agencies to gain access to stored
communications with the intention of being able to access each of emails, short
message service messages and instant messages. This paper discusses the implications
that arise from the change in requirements for access to communications and the
practical implementation of such access.

We begin by considering some of the literature on interception of
communications and move on to look at the fundamental mechanisms involved in
the handover of materials from a telecommunications carrier or carriage service
provider to relevant law enforcement agencies using the European model (ETSI
2007). We then consider the current legislative framework and the drafting which
must be interpreted by telecommunications carriers in Australia. After this, the
paper describes some practical cases which have affected carriers and carriage service
providers and the response made by those operators to demands (whether or not
supported by warrants) imposed by law enforcement agencies. We then present an
analysis of the issues that arise from case studies and draw conclusions.

2 Background

The need for the appropriate and lawful interception of voice communications
has been recognised for the past fifty years, if only because of the lawlessness of
interception in the first half of the twentieth century (Branch 2003). In Australia,
the focus from 1960 to 2005 was only on voice and access to stored communications
was provided either by a search warrant or an interception warrant (Holland 2004).
However, the increasing options for communications and the potential for criminals
to use communications mechanisms such as instant messaging (Nolin 2006) and
the lack of security of this technology (Williams and Ly 2004) has led to a change
in the Australian legislation.

Australia is not alone in changing the legislative and regulatory environments
to attempt to address new technologies. South Africa took a simple approach
and described communications as either “direct” or “indirect and provided an
interception regime for both (Bawa 2006). In the USA, there was debate about
the more prescriptive and proscriptive approaches in the amendments to the
Communications Assistance for Law Enforcement Act (CALEA) which now
encompasses internet-based communications environments and services (Schwaderer
2007). The debate included input from some of the original architects of the
internet (Bellovin et al. 2006; Landau 2005). Although this debate argued that there
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were technical as well as social risks to amending CALEA, the technical standards
for emerging technologies already provided lawful interception access ports (ETSI
2007; Fonknechten et al. 2004; Gidari 2006; Gratzer et al. 2006; Miettinen 1999;
Milanovic et al. 2003a; Milanovic et al. 2003b; Open Mobile Alliance 2005; Street
2003).

Much of the focus of the debate over interception capability has been in
respect of voice over Internet Protocol (VoIP) (Del Bianco 2006; Drinan et al.
2005; Miller et al. 2005). Whereas the amendment to CALEA to introduce an
obligation for interception of VoIP services was a new obligation, this is not the case
in Australia. The Telecommunications Act 1997, imposes an obligation on all carriage
service providers with facilities in Australia to maintain an interception capability
(s.324(2)) and to provide assistance to relevant agencies (s.313(3)). The amending
legislation which created the current Telecommunications (Interception and Access) Act
1979 described below did not relax that obligation.

3 Interception and access

There are three broad interfaces between telecommunications operators and
law enforcement agencies. These have been standardised (ETSI 2007) and are
summarised in Table 1.

Essentially, the service provider interfaces with the law enforcement agency
(LEA) on three levels. The first level, referred to as handover interface 1, is simply
the administrative arrangements between the LEA and the service provider. In
Australia, this may be a service agreement and service level agreement with
the relevant LEAs. In other countries, this administrative interface is far more
standardised and has, as a result, a higher level of transparency. The second level,
referred to as handover interface 2, is the mechanism by which the service provider
delivers information as to communications but not the content of communications.
Typically, in Australia, this information is provided as part of the carriage service
provider’ “reasonable assistance” obligations under the Telecommunications Act 1997.
This type of information would include, in respect of an identified individual, the
addresses or phone numbers of communications to and from that individual and
information as to the time of the communication and limited information as to its
nature (for example, the duration of a voice call or the size of an email). The final
level, referred to as handover interface 3, is the mechanism by which the service
provider delivers communications content to the LEA. In Australia, this material
is delivered in response to a warrant.
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Table 1 — Handover interfaces

Relationship Deliverables Handover
between carriage Interface

service provider and reference

law enforcement

agencies

Ongoing Service and service level agreements (these | HI1

agreements may derive from regulatory
obligations or, in the case of Australia, be
contracts between the carriage service
provider and the law enforcement
agencies.

Established for the Information relating to the specified HI2
duration of delivery  |type of communications of a target

of communications individual including the nature of that
related information in |communication, the parties to that
response to a request | communication, the location of the target
for assistance and the commencement and cessation
time and date of the communication
Established for the The content of the communications HI3
duration of delivery
of communications in

response to a warrant

This model provides a useful means to consider the development of interception
and access over time. The model is general enough to be applicable to both voice
and non-voice communications. It is also able to distinguish between information
about communications and the content of those communications.

As a practical matter, operators of large telecommunications networks acquire
switches from vendors which incorporate lawful interception ports into their
equipment. This means that the delivery of interception-related information or
communications content is readily facilitated and can be simply provisioned using
electronic control of the switching device. However, network elements such as
email systems and short message service systems do not have the same inbuilt lawful
interception access as voice telecommunications equipment.

4 The legislative framework

4.1 The core interception framework for calls

The primary objective of the Telecommunications (Interception and Access) Act
1979 (the Act) is to protect the privacy of personal communications by generally
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prohibiting interception of those communications, subject to limited exceptions
in which privacy i1s outweighed by other considerations. As such, the Act
provides a general prohibition on interception of communications passing over a
telecommunications network unless the interception is in the national interest, or
1s in connection with inquiries related to certain offences (s.7(1) of the Act).

The Act operates concurrently with the primary telecommunications law,
the Telecommunications Act 1997. Part 13 of the Telecommunications Act establishes a
primary prohibition against disclosure of information or documents that relate to
the supply of carriage services to a person, and the affairs or personal particulars
of such persons. It is a catch-all prohibition which is replicated in nearly every
telecommunications law in the world. Although not explicitly stated in the law;, it
recognises that the privacy of a communications is a fundamental right which must
be protected in all but the most extreme or logically permissible circumstances.
Failure to comply with the primary prohibition in Australia is an oftence punishable
on conviction by up to 2 years imprisonment.

Part 13 of the Telecommunications Act also sets out this limited range of exceptions
to the primary prohibition against the disclosure of information. These include
cases where the information is disclosed to assist ASIO, a regulator, or where the
relevant person has given their knowledge or consent to the disclosure of their
information. The important aspect to note about Part 13 is that it is a primary
prohibition which only permits disclosure on a specified exceptions basis. It is not
an authorising provision for any person to demand disclosure of information.

The Telecommunications (Interception) Amendment (Stored Communications) Act 2004
(the 2004 Amending Act) introduced the concept of stored communications
and provided that a stored communication could be intercepted without the need
for a telecommunications interception warrant. Whilst it introduced the concept
of stored communications, the 2004 Amending Act did create some confusion
regarding the particular situations in which a stored communications is deemed to
be passing over a telecommunications system. The Telecommunications (Interception)
Amendment Act 2006 (the 2006 Amending Act) clarified the procedures around
the interception of stored communications and implemented a separate warrant
regime for accessing stored communications.

4.2 The 2006 Amending Act

The 2006 Amending Act contains a general prohibition on the interception of
stored communications in the same manner as telecommunications interceptions
are prohibited in s.108 of the Act. It also provides for certain exceptions in which a
stored communication can be intercepted. These include where access 1s authorised
by a stored communications warrant, where access is authorised by an interception
warrant and certain other specific circumstances in s.108(2) of the Act.

Relevantly for our discussion, a “stored communication” is defined to mean a
communication with the 4 specific elements prescribed in s.5 of the Act:
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* the communication must have passed over a telecommunications system;

* the communication must not be passing over that or any other telecommunication
system;

* the communication must be held on equipment operated by the
telecommunication carrier at its premises; and

* the communication must be accessible to the intended recipient of the
communication.

The concept of “passing over” is clarified within the 2006 Amending Act by
providing that a communication that is passing over a telecommunications system
continues to do so until it can be accessed by the “intended recipient” of the
communication in s.5(f) of the Act. “Intended recipient” is defined as in s.5(g) of
the Act as:

* individuals to whom the communication is addressed to;

* if not an individual, any person within a group who is able to access
communications sent via that address; or

* any person, or any employee or agent of the person, who has control over the
telecommunications services to which the communication was sent.

The Act also defines the concept of accessing a stored communication to mean
listening to, recording or reading a stored communication, by means of equipment
operated by a carrier, without the knowledge of the intended recipient in s.6A(a).
The distinction of knowledge means enforcement agencies are only regulated by
the stored communications regime when they are acting covertly in accessing these
communications. When acting overtly, existing access and compulsion powers of
the enforcement agencies remain applicable.

4.3 The warrant regime

The 2006 Amending Act inserted a separate warrant regime for access to stored
communications held by a telecommunications carrier. ASIO and enforcement
agencies are treated difterently within the regime.

ASIO can access stored communications in the same manner as it is able
to intercept communications under a named person warrant in s.9(1a) of the
Act. This means the Attorney-General may issue warrants to ASIO to intercept
communications where the communications are being used by a person who is
“reasonably suspected” of engaging in (or likely to engage in) activities prejudicial
to security and the interception will, or is likely to, assist ASIO in its function of
obtaining intelligence relevant to security.

In contrast, a stored communications warrant can be made available under a
different and arguably lesser threshold, substantively set out in 5.116 of the Act, to
an enforcement agency that is investigating a “serious contravention”; or an offence
which is punishable by a maximum period of imprisonment of at least three years,
or a pecuniary penalty of at least 180 penalty units. Indeed this is not a trivial
threshold, however the point to note is that the scope of offences defined as “serious
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contraventions” prescribed in s.5E of the Act 1s finite, but the decision to issue the
warrant remains discretionary and based on the information made available to the
authority issuing the warrant. Additionally, all enforcement agencies (criminal,
civil and public revenue agencies) can obtain access to a stored communications
warrant, whereas only law enforcement agencies (the Australian Federal Policy, the
Australian Crime Commission and declared State and Territory law enforcement
agencies) can obtain an interception warrant.

A stored communications warrant is only in force until it is first executed or
5 days after the day it is issued, whichever occurs first, pursuant to s.119(1) of the
Act.

4.4 Application of the legislative framework to email
communications

Just as the Act imposes a primary prohibition against interception, stored
communications are also subject to a primary prohibition against access. It is an
offence, subject to penalties of 2 years imprisonment and/or a significant monetary
fine, for a person to access a stored communication or otherwise authorise access
without the knowledge of the recipient or the sender of the communication in
5.108 of the Act.

““Access” is defined to mean listening to, reading or recording a communication.
The threshold, like the other tests in the Act, 1s whether or not the intended recipient
had knowledge of the access in s.6AA.

Two initial observations are relevant:

* The Note to the prohibition against access in s.108 of the Act specifically
excludes accessing communications that are no longer passing over a
telecommunications system from the intended recipient. It appears this is
intended to exclude the forwarding of communications, and the recipient of
that forwarded communication accessing that message (either email, SMS or
MMS).

* The knowledge threshold in the definition of “access” refers only to the
knowledge of the intended recipient. However, the threshold in 5.108 which
states the prohibition against access refers to the knowledge of neither the
intended recipient or the sender of the communication. One would think that
the appropriate drafting would refer to a prohibition against access without the
knowledge of either the sender or the recipient of a stored communication.
The conjunctive definition of a “stored communication’ as noted above, appears

well-suited to describing an email communication. An email indeed becomes stores
when it ceases passing over a telecommunications system, is held on equipment
operated by and in the possession of a carrier (for example, the carrier’s server or
network equipment); and is unable to be accessed without the assistance of an
employee of the carrier (excluding a person who is not a party to the communication,
ie the sender or a recipient).
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This describes the normal functionality of an email communication. It leaves
the server of an end user, which may be a company, and is carried by an ISP hosted
on a carrier’s network. That ISP of course may be the ISP of the host carrier (for
example, BigPond on the Telstra Network). The electronic message is then carried
to the ISP of the recipient’s ISP located on the host’s carrier network, to the server
of the end user as delivered to the recipient.

4.5 SMS/MMS communications

The definition of a stored communication, combined with the clarification of
the “passing over” concept (noted above), becomes problematic for SMS/MMS
communications. The Act has been constructed to describe the email scenario
where a communication passes over a system and is then accessed by a recipient.
The only other opportunity for access arise on the carrier side, by reference to the
equipment that stores the email communication on the carrier’s side.

In contrast, SMS/MMS communications are “store and forward” messages.
Unlike the direct transmission of an email from server to server via a network,
SMS/MMS messages are relayed by the sender’s device indirectly to the recipient
via a short message service centre or a (SMSC) or a mobile message service centre
(MMSC). The SMS/MMS message sits in the SMSC/MMSC which is essentially
a processor. The processor attempts to forward the message to the recipient device,
often making several attempts over a defined period, such as 24 hours, before the
delivery is successtul. This is set out in Figure 1. It is informative to note that the
when a mobile handset displays “message sent” it simply means that the message
has been received by the SMSC. The two parts of the SMS message, the mobile
originated and mobile terminated are independent of each other.

< Mobile originated >I< Mobile terminated >|

Short Message Service Centre

Figure 1 — SMS as store and forward technology

Due to the enormous volume of messages transmitted to the SMSC/MMSC
in any given period, messages are routinely deleted by carriers on a daily basis. As
is commonly known, electronic files are never completely expunged completely
and retrieval of messages is not impossible but extremely difficult and requires
expensive technical processes to even locate an identifiable message. The relevance

EEINT3

of this point is that the definitions of “stored communication”, “passing over” and
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“intended recipient” combined to require a communication to be accessible to the
recipient and held on equipment operated by the carrier at its premises. In terms
of the latter requirement, it is not impossible for a SMS/MMS to continue to be
held on carrier equipment in some form.

However, the requirement for the communication to be accessible to the
recipient is incapable of being satisfied. Once an end user deletes an SMS/MMS from
their device, the message is incapable of being accessed by that person. Importantly,
a carrier has no way of knowing whether or not a message has been deleted from
an end user’s device. The consequence is that it is impossible for a carrier to know
whether the fourth limb of the stored communication definition is satisfied at any
point in time.

The practical implications for the carrier include making a judgment on whether
or not access to a communication is subject to the new stored communications
warrant regime, or whether a search warrant is required pursuant to criminal
legislation. This is highly problematic for the carrier, as warrants must be complied
with. At the same time, a carrier risks criminal penalties for improper disclosure of
communications. The inconsistencies require a judgment call that is impossible to
satisfy in a practical sense.

4.6 Application of the legislative framework to instant messaging

The application of the Act to instant messages 1s even more problematic. Instant
message systems do not have any central storage facility. Instead, as set out Figure
2, messages are sent directly between users and the only need for a central system is
to be able to identify the Internet Protocol address of the two parties to a message
exchange.

Instant message operator
maintains database of IP
addresses

Users
communicate
on peer to peer
basis

Figure 2 — Peer to peer nature of instant messaging

Page 91



The Second Workshop on the Social Implications of National Security

When a person logs onto an instant message account such as Microsoft Messenger
orYahoo! Messenger, the central database checks to see if any of the person’s contacts
from their “buddy list” are also signed into the system. Part of the process of signing
in, allows the instant message system to identify the Internet Protocol address being
used. Once the Internet Protocol addresses are known, each of the users of the instant
message system can contact each other directly on a peer to peer basis. That is, there is
no stored communication (but nor is there a standard form of communication which
could easily be identified under a telecommunications interception warrant).

5 Operation of the law in practice

The introductory comments to this paper noted that operators who are
subjected to the access and interception regime are being faced with the increasing
difficulty of acting in the spirit, but not to the letter, of the law in matters of law
enforcement. Whilst telecommunications is not alone as an industry in operating
in a self-regulatory environment, our experience as legal and technical practitioners
advising most of Australia’s operators at some point has led to the conclusion that
there are 3 key problems arising in the sector on matters of law enforcement.

First, some existing practices by law enforcement agencies are based on
convention rather than the letter of the law. For example, we are frequently called
to advise on warrants which have either expired, not been properly served, or are
invalid for other fundamental reasons such as mis-naming the operator on whom is
it purported to have been served. Frequently, warrants incorrectly cite the grounds
on which access is being demanded. For example, 5.282 of the Telecommunications
Act 1997 1s regularly stated as the basis on which access is being sought by an LEA.
This is a legally incorrect ground for access. Section 282 is a provision which
permits a person (in this case, a carrier) to disclose information to a LEA if that
disclosure will assist in the enforcement of the criminal law and other matters. It
operates as one of the exemptions to what would otherwise be an offence by the
carrier to the prohibition against disclosure of communications information that
1s protected by law. It is not a provision which gives an LEA any rights at all to
demand information, whether or not under a warrant.

Secondly, the gap between LEA appreciation for the technical limitations of their
requests raises a raft of practical issues. We have seen stored communications warrants
that have been issued covering periods of over 12 months, seeking all SMSs sent and
received by any person in a particular city, containing any or all key words listed in
the warrant including (by way of illustration only) “Arab”,“building”,*suitcase” and
“car”. Granted that certain combinations of words are likely to satisfy a reasonable
suspicion test and may be no doubt critical to identifying and averting serious crimes,
there still appears to be a limited understanding of the time and complexity involved
for an operator to conduct a search of this nature and present it to an LEA in a
meaningful way. As mentioned earlier, SMSCs are purged of SMSs daily to prevent
the need for each operator to install a hardware the size of Tasmania to store the
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billions of messages that are sent and received from their respective networks.
Thirdly, the level and multiple forms of regulation that permeate every aspect
of the telecommunications operator’s business — from its contracts with customers
to the level of interconnection charges it can impose on other operators — means
that the players have an acute awareness and sometimes heightened sensitivity to
regulation that 1s often inconsistent and misunderstood. Take for example the
by-product reactions of some law enforcement spokespeople during the recent
Haneef proceedings. We saw some of the most senior LEAs in Australia calling for
identity checks to be undertaken before SIM cards were sold to consumers. As
anyone who has a pre-paid mobile service will attest, a system of pre-paid identity
verification has operated in Australia for years, as well as an existing statutory
requirement for all operators to provide information about phone numbers and
their subscribers to an integrated public number database (IPND). Our experience
is that telecommunications operators understand that the nature of the industry
requires a form and level of regulation not seen in other sectors, but inconsistent
approaches to regulation and continually being made “the fall guys” for the sake of
a media grab does nothing to progress the carrier-LEA relationship.
The following examples provide a flavour of the issues that arise for carriers in
their access and interception compliance obligations on an almost daily basis:

5.1 Operators receiving stored communications warrants for SMS

Despite the analysis presented above, various LEA have served warrants on
mobile operators for the contents of SMS. The practical result of such a warrant
is that the operator provides the LEA with the communication content of all SMS
for any identified target individual. That is, personnel within the mobile operator’s
business determine that it is more appropriate to respond to a warrant which may
be incorrectly served than it is to decline to fulfil the warrant on the basis that to
do so could lead to that individual serving a prison term of up to two years.

5.2 Operators receiving warrants for instant messaging

As set out above, instant messages are peer to peer communications which are not
stored (other than on the computers of the users). Nevertheless, operators of instant
messaging systems do receive requests for assistance and the Australian branches of
the multinational corporations which provide such services may receive warrants.
The practical result of the warrant being served is that the operator of the instant
messaging system routes messages specifically to a facility so that the messages can
be recorded and sent on to the requesting LEA.

5.3 State bodies seeking assistance in contravention of
Commonwealth statute

Certain State-based statutory bodies have power under their establishing
legislation to demand the production of documents and materials. Despite the
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fact that there is an obligation not to disclose material of the form of interception
related information under the Télecommunications Act 1997, the normal outcome
of such requests is that the material is provided to the State body - despite the fact
that such inconsistencies should mean that Commonwealth law “trumps” State law
by virtue of the Constitution.

5.4 Requests for information or action without a warrant

[t is common practice for bodies such as LEAs and public prosecution entities
to issue requests for information or action by operators in the absence of a warrant,
citing provisions such as s.282 of the Telecommunications Act 1997 as the head of
power. As mentioned previously, this is an exemptions provision and not a standalone
head of power. In some cases when the validity of those requests is questioned on
this basis, we know of operators that have had s.313 of the Telecommunications Act
quoted back to them. Section 313 is an “umbrella” obligation that requires a carrier
or carriage service provider to give LEAs “such help as is reasonably necessary” to,
among other things, safeguard national security. The purposive approach to statutory
interpretation appears to have been disregarded by reliance on such a broad power
rather than specific provisions of the Act.

6 Discussion

The case studies and the legislative changes lead to a simple question: “Why do
the employees of telecommunications operators and the operators themselves, risk
prison time to deliver material to LEAs, simply because they are asked?”

It seems to us that the answer to this question must lie in a reasonable risk analysis
having been performed by the individual concerned. That is, the telecommunication
operator’s personnel take a view that the Australian Communications and
Media Authority (ACMA) which is responsible for enforcing elements of the
Telecommunications Act 1997 engages in regulatory forbearance when LEAs take
decisions that material is required.

This appears to be part of a more general trend which is reflected in the
legislative amendments that were introduced in 2006 and which are proposed
for 2007. Broadly, this sees the movement of responsibility for law enforcement
aspects of the telecommunications legislative and regulatory regime moving from
the Department of Information Technology, Communications and the Arts to the
Attorney General’s Department. The consequence of this change is dramatic in
that the objects of the Telecommunication Act torm part of the interpretation of that
Act when it applies to law enforcement. These objects are drafted to promote the
long term interests of end users by strong development and innovation within the
telecommunications sector. In contrast, the Act has no objects and is solely devoted
to interception issues.

That there has been this shift in regulatory authority reflects government policies
since 9/11 in respect of security matters. We do not question the need for this shift
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or the relevance of Australia’s enforcement agencies. What we do question is the
quality of some key elements of legislative drafting in Australia, that has been the
core of many of the commercial uncertainties described above.

7  Conclusions

Telecommunications operators in Australia are being increasingly compelled
to compromise their strict obligations under the law with a desire to be viewed
as co-operative rather than obstructionist with LEAs. Our view is that too many
“commercial calls” and “one-off relationship decisions” are made on issues of
national security obligations that should be clearly articulated in legislation and
in practice. This is an untenable situation and needs to be urgently addressed by a
more thorough and thoughtful application of the law by all parties. Regulation of
telecommunications for national security purposes is rightly viewed as serious. It
should be applied seriously and with the strictest and most robust legal standards.

The social implications of our conclusions are stark. There is an individual
expectation that calls will not be intercepted and that communications will not be
accessed because, as a matter of law, there is a strict prohibition on such interference.
In practice, this strict prohibition has been compromised under the banner of
commercial expediency and an over-zealous support of the spirit (but not the
letter) of a legislative regime which seeks to provide protections against terrorism
and other crimes. If the results of this enthusiasm are a reflection of the inadequacy
of parliamentary drafting, then the appropriate course is to redraft the legislation.
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